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(v0.1.3.1b)



USING THIS TUTORIAL!

DO NOT TRY to read this tutorial by scrolling through all the pages!
It is not sequential in any way!

Use the flowchart links and links at bottom of each section to take you directly to
the correct instructions for your situation!

Trying to read through each page regardless IS NOT RECOMMENDED!

USE THE LINKS!

I AM A NEW USER OF USED JUNGLEFLASHER
JUNGLEFLASHER BEFORE
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Introduction

JungleFlasher is developed in conjunction with Team Jungle in an effort to bring all 360
DVD-Drive flashing functions together in one easy to use Win32 Application. JungleFlasher
provides several functions that up until now were carried by several different app's in both Dos
and Win32. Recent changes allow JungleFlasher to be fully functional in a x64 environment.

The FirmwareTool 32 tab is used to process firmware files. Jungle Flasher will parse the files,
identify the firmware type and display relevant information such as the all important DVD key
and OSIG strings etc... On the Target sub-tab, MD5 hash checking of iXtreme firmware files is
conducted to confirm authenticity. With both source and target files loaded, the relevant
source data can be transferred to the Target (a.k.a. Spoofed), which can then be flashed to the
target drive.

The DVDKey32 tab is used to extract info from LiteOn - the undumpable drive. All unique
information is extracted: DVD key, unique inquiry and identify strings and drive serial
information. This info is stored in one easy to use file,”Dummy.bin”. This is a 256kb file that
mimics the approximate structure of a BenQ firmware file and is automatically loaded to the
source sub-tab in the FirmwareTool 32 Tab. Jungle Flasher v0.1.55b also brought the unique
feature of dumping “Dummy.bin” from iXtreme flashed LiteOn Drives solely using S-ATA. There
is also a facility to create a “dummy.bin” from previously extracted files, although fresh
extractions should be completed where possible. Every effort has been made to make key
extraction as reliable as possible. Multiple dumps are performed with comparison to account
for the slightest chance that serial data may have become corrupt.

The MTKFlash 32 tab is used to unlock Beng and Samsung drives and then dump the current
flash for use in the source sub-tab in FirmwareTool 32 tab. You can also erase a LiteOn in
preparation for flashing. All 3 MTK Based drives can be flashed using this tab.

The Hitachi GDR3120 tab is for Hitachi drives which are flashed differently from the MTK based
drives mentioned above, therefore have their own dedicated tab. Hitachi’s are flashed as a
“Live” drive, on a sector by sector basis and as such needs to be performed in a very controlled
way so the process is heavily automated. JungleFlasher will only flash iXtreme to a stock drive
and so a restore facility is provided, which allows for a full restore to stock f/w of previously
modded drives. Several additional features like setting Mode-B over PortlO, USmodeB and
79Unlock are included for convenience. Dumping and flashing is also possible over PortlO for
those who removed VIA drivers to work around Lite-On-Erase lockup issues.

JungleFlasher is intended to be rich in information providing as much relevant and useful
information as possible. On the DVDKey 32 and MTKFlash 32 tabs, all I/0 and COM port
information is detected and displayed, as well as drive and device properties for the currently
selected drive.
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Overview of JungleFlasher and its functions

When you start JungleFlasher, you will be presented with 4 tabs;
FirmwareTool32, DVDKey32, MTKFlash32 and Hitachi GDR-3120L.

IJ FimwareTool 32 || DVDKey 32 | MTKFash32 | HitachiGDR3120 |

FirmwareTool32 is used to view firmware details, manipulate these firmware’s, and to save the
firmware and/or details of the firmware.

It is split into 2 sections, Source and Target, with function buttons surrounding it.

Source, this is the originating firmware, this can be previously dumped firmware (containing
console specific drive key, Drive string ID and serial data), original firmware, dummy firmware
etc. This data should always mimic what the Xbox 360 should expect from the DVD Drive.

The Target area (buffer) should contain the firmware you wish to apply to the drive itself, this

firmware will be manufacturer specific, BenQ firmware for BenQ drives / LiteOn firmware for

LiteOn Drives etc. Hitachi Drives do not use FirmwareTool32 in the same manner, this is fully
explained in Hitachi section.

FimwareTool 32 | | DVDKey 32 “ MTK Flash 32 | Hitachi GDR3120 |

DVDKey32 is primarily used to obtain Key.bin, Inquiry.bin, Identify.bin, Serial.bin and
Dummy.bin from earlier LiteOn PLDS DG-16D2S drives. It also has an option to rebuild from
previous files (for people who used other, older applications or those who followed poor advice
before. Newest LiteOn drives (83850C v2 and 93450C) need to be fully dumped and as such are
dealt with using MTK Flash 32 tab.

JungleFlasher v0.165 brought the inclusion of LO83info for LiteOn PLDS DG-16D2S 83850c V1
drives (83850C V1 occurred up to around Jul/Aug 09 drive manufacture dates). This hack being
used for obtaining the unique data from the 83850C V1 drive revision. With JungleFlasher
v0.1.66b incorporating Seacrest's OpenKey, used to decrypt the obtained file.

There are also 4 checkboxes found in this tab, VIA Ports Only and Include non-IDE ports, added
for extra safety and compatibility; USB Xtractor Switch — for use with the Maximus USB
Xtractor Push Button to extract feature this launches the DVDKey32 command from the

Hardware Device itself. The final one being Dummy.bin Only — this being a cleaner method of
storing files as Dummy.bin incorporates the other files obtained.
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FimwareTool 32 | DVDKey 32 || MTKFash 32 || Hitachi GDR3120 |

MTKFlash32 contains a variety of functions, from unlocking and reading of BenQ and Samsung
drives using their dedicated Unlock buttons, or LiteOn drives after placing them in Vendor
Mode (using MRA Hack).

MTKFlash32 is also where you are able to send the Intro of Death (a.k.a LiteOn Erase) to the
LiteOn PLDS DG16-D2S after obtaining DVDKey, and for writing to the drive after Intro of
Death, or once drive placed in Vendor Mode using MRA Hack.

MTKFlash32 will also erase and write Samsung and BenQ and LiteOn drives, once the drives
have been unlocked/placed in vendor mode.

MTKFlash32 will show, in the lower left section, the details of the drive inquiring on the
respective | / O Port listed above. This is where you will identify which S-ATA Port to use for
carrying out the process.

FimwareTool 32 | DVDKey32 | MTK FIashE'.EI] Hitachi GDR3120 |

Hitachi GDR3120 As mentioned previously, the Hitachi Drives are flashed completely differently

to the MTK Based drives; Hitachi’s are flashed as a “Live Drive” on a sector by sector basis.

For this reason, JungleFlasher has its own dedicated Hitachi tab, all the flashing options you
may need to do can be done under this tab.

As with the other Tabs, JungleFlasher will show the I/O port list for identifying what S-ATA Port
your drive is on.

It also incorporates a Raw Mode-B command for putting a drive into Mode-B and automates
the Play/Pause/Eject for 79Unlock — Audio Disc still required!

Once the drive is actually in Mode-B you can use the flashing options located in this section of
the application, the options themselves are pretty self explanatory.

With the Firmware Pack installed, JungleFlasher will automatically load the correct iXtreme file
for your drive, or Original Firmware if restoring.
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BEFORE USING JUNGLEFLASHER

You Must Have .net framework installed

.net framework 2.0 or later for Windows XP machines
.net framework 3.5 SP1 on Windows Vista Machines
.net framework is built-into Windows 7 (easy life!)

JungleFlasher Firmware Pack (vital for Hitachi Drives)

Download the latest iXtreme firmwares from xbins — place all the .bin files into the
firmware folder that is inside the JungleFlasher folder! (This allows for auto-loading of
firmware as well as correct operation during Hitachi manipulation/flashing)

If you are using a VIA card - remove the drivers!
It is advisable as the drivers tend to cause problems on a lot of drives but very

noticeable with erased LiteOn, causing the infamous ‘Lite-On + VIA Freeze’
CLICK HERE TO FIND OUT HOW TO DO IT PROPERLY

NOT ANYMORE!

JungleFlasher now has On-The-Fly PortlO Drivers! (Thanks Schtrom!)

This is a 32 bit process running on 4 x 32 kit CEBEUs
portio3Z.sys Driver Installed
portio3Z.sys Driwver Started, thanks Schtrom !

And Yes, there is a portio64.sys for x64 operating systems too!

The portio32.sys and portio64.sys must be left in same directory as
jungleflasher.exe

IF USING ANY Operating System other than WinXP x86 you must right-
click on Jungleflasher Icon and select “Run as Administrator”

CLICK HERE FOR ADDITIONAL INSTRUCTIONS FOR USE WITH x64 VISTA/WIN 7
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Other Info — for troubleshooting, or the inquisitive mind

FAQ's Advanced User VIA Ports Only / X64 additional
Functions Include Non-IDE instructions

Support for earlier Missing Serial Data Return a LiteOn to
LiteOn dumps Stock

Thanks

Manual Spoofing Spoofing a Hitachi Spoofing a

different drive

CONTINUE
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l

( Samsung _]- ( Hitachi ]

You can check the Xbox 360 DVD drive type by removing the
faceplate and checking the hole underneath the DVD bezel.

White Wires = BenQ Yellow Wires = LiteOn

For Exact model information of drive you must read the label on top of the drive case!

You will require this information to enable you to choose the correct methods for your drive!

Page 8 of 142



Samsung (TS-H943) MS25 /MS28.

Overview.
The steps to modifying / restoring a Samsung Drive follow the basic outline of:
e Unlocking the Drive (MS28 or Xtreme 3.3+ Firmwares)
e Reading the Original firmware
e Patching Key into hacked Firmware

e Writing Drive

The tutorial covers multiple unlock methods, which are dependent upon which drive, its current
firmware and your SATA chipset!

The following flowchart will help you decide which method you should use to achieve the
unlocked state on a Samsung drive (Vendor Mode — status 0x70) in preparation for READING
and/or WRITING to, the drive

Now, we can proceed to modifying the drive.

Power drive with it connected to PC via SATA then open JungleFlasher.exe. You will be
presented with the Welcome Screen.

JungleFlasher0.1.69b &

For Support join #JungleFlasher on EFnet

After a few seconds the main window will load.

Follow the flowchart below to obtain the correct method for your setup and drive!
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- ———— -

Xtreme 3.3 >
iXtreme 1.4

- ——————

- —————

Is The Firmware on drive STOCK?

IF UNSURE — ASSUME NO!

\ /4

A\

_—————

-

Possible
Alternative
option for Nforce
or Via chipset
users. CLICK HERE
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Unlocking the drive.

Before we can do anything to the drive, it must be in Vendor Mode (status 0x70).

All Unlocking is taken place under the MTKFlash 32 tab.

FmwareTool 32 | DVDKey 32 || MTK Flash 32 Iﬂ Hitachi GDR3120 |

Source | Inguiry | Identify | Drive Serial |

| User Guide

Please note, unmodified Samsung MS25’s have no FirmGuard therefore do not need an unlock
method to be applied, simply click Intro / DevicelD and check flash chip properties for status

0x70.

Flashing Tasks

I Intra / Device [D I Outro / ATA Resst

[ Read l [ Erase ] [ Write ]

2 JungleFlasher 0.1.69 Beta =l -
| FimwareTool 32 | DVDKey32 | MTKFash32 | Hitachi GDR3120
/0 Port VIA ports Only [7] Eefivatesn
360 Tools
(<EB00 - E] Include non-IDE Ports
Beng Sammy .

Port Properties | UnlLock | | UnLock | ‘Lrle-On £5%F

10 Address: xEBDD

Type: SATA Flash Chip Properties

Channel: Primary Vendor ID:  OxBF

Postion: Master Device ID:  OxB&

Device: VIAWTE421 RAID Controller MName: SST(S5T395F020)

Size: 262144 bytes
Drive Properties Type: Farallel flash with Status (70
Vendor: Drive in Vendor Mode!
Mame: Flashing Tasks
| into/DevicelD | [ Outro/ATAReset |

Fhnl Rev:

Besersed: [ Read ] [ Erase ] [ Write ]
Sending Vendor Intro to port 0xES00 -
Parallel £lzsh found with Status 0x70
Sending Device ID regquest to port O0xES00
Manufacturer ID: 0xBF |
Device ID: OxB&

Flash Name: SST(SST395F020) =
Flash Size: 282144 bytes

Now CLICK HERE to proceed
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Unlocking the drive.

Before we can do anything to the drive, it must be in Vendor Mode (status 0x70).

All Unlocking is taken place under the MTKFlash 32 tab.

FimwareTool 32 | DVDKey 32 | MTK Flash 32 || Hitachi GDR3120 |

Source | Inquiry | Identify I Drrive Seriall

| User Guide

Stock MS28’s (Unmodified).

Sammy UnLock.

Select correct 1/0 Port (check for TS-H943 in the Drive Properties) and click Sammy UnLock.

< JungleFlasher 0,169 Beta - [
| FimwareTool 32 | DVDKey32 | MTKFash32 | Hiachi GDR3120
10 Port gctivate.iso
WIA ports Only
360 Tools
<ES00 - [I] Include non-IDE Ports
Beng Sammy .
Port Properties ‘ UnLock ‘ UnLock ‘ Hi=to b
110 Address: (xEB00
Type: SATA Flash Chip Properties
Channel: Primary Vendor [D:
Postion: Master Device 1D:
Device: VIAWTE421 RAID Contreller Name:
Size:
Drive Properties Type:
Vendor: T5STcorp
Name: DVD-ROM TS-HS43A Flashing Tasks
| Intro/DeviczID | | Outro / ATA Reset |
Fi Rew: ms28
Rezerved: ’ Read ] ’ Erase ] ’ Wirite ]

JungleFlasher 0.1.8% Beta F
Seszion Started Mom Dec 07 1e:17:52 2005

This is a2 22 kit process running on 4 x 32 bit CEUs
portic3Z.sys Driver Installed

portio3Z.sys Driwver Started, thanks Schtrom !

Found 4 I/0 Ports. |
Found 1 Com Ports.

Found 13 windows driwves C: D: E: F: &: H: I: J: E: L: M: N: O:

m

You will be presented with the following warning notifying you that Sammy UnLock only works
on stock drives and how to unlock if using (i)Xtreme.
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r _—— ™y
Sammy-Un-Lock s |

{ 0 N Sammy_Un_Lock will unlock a Samsung M528 with stock f/w only.
o For iXtreme ver 1.4 and before, unlock using 0800 DVD.
For iXtreme 1.5, unlock drive by powering up with tray half cpen.

Do you wish to proceed anyway 7

Select yes and watch the Running Log in JungleFlasher; this is a ‘good’ return message,
JungleFlasher will also automatically send the intro command and put the drive in Vendor
Mode.

Stage 1, Completel L
Stage Z, Complete!

Stage 3, Complete!

Lone !

Sending Vendor Intrao
Bequesting Dewvice ID
Manufacturer ID: OxBF
LDewvice ID: OxE&

Flash MName: S3T(32T2I32F0E0Q)
Flash Zize: EZ6Z144 bytes

£

The drive should be in Vendor Mode (0x70) now and return good flash chip properties; you can
check under Flash Chip Properties, Drive Properties should show “Drive in Vendor Mode!”

Port Properties Unlock | iUntode | |TTme
VO Address: DxEB00 ) i
Type SATA Rash Chip Properties
Channel Primary Vendor ID:  OxBF
Postion: Master Device ID:  OxB6
Device VIAVT6421 RAID Controller Name SST(SST39SF020)

Size: 262144 bytes

Drive Properties Type: Parallel flash with Status 0x70
Vendor: Drive in Vendor Mode!

e HRashing Tasks _— "

intro / Device D | | Outro / ATA Reset |

FAW Rev $ '
Reserved Read | Erase Wite

Now CLICK HERE to proceed
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Xtreme 3.3 -> iXtreme 1.4 Unlock using Activate.iso.

For this you need the Activate.iso found in the upper right hand corner of the MTKFlash 32 tab,

DR3120

activate.iso

360 Tools

Beng Sammy

‘ UnLock H UnLock ‘ LieOnfnae

burnt to Dual Layer + R Media (this is vital for later firmwares). Simply burn it with no
layerbreak settings, with all data present on first Layer, IMGBurn 2.5.0.0 will do this fine just
select the ISO and confirm you want to burn to a large capacity disc with all data present on LO
(Layer 0).

Once burned, simply place it in your Samsung drive while connected to the PC, wait 30 seconds
and run JungleFlasher.

Unlocking the drive.

Before we can do anything to the drive, it must be in Vendor Mode (status 0x70).

All Unlocking is taken place under the MTKFlash 32 tab.

FimwareTool 32 | DVDKey 32 || MTK Flash 32 || Hitachi GDR3120 |

Source | Inguiry | Identify | Drive Serial |

| User Guide

You will presented with a screen resembling this, select correct 1/O Port (check for TS-H943 in
the Drive Properties) and click Intro / Device ID and then check the Running Log.
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http://www.imgburn.com/

-
g JungleFlasher 0.1.69 Beta - - ==

| FimwareTool 32 | DVDKey32 | MTKFash32 | Hiachi GDR3120

[P V1A ports Only activate.iso

360 Tools
eEed v [ | incudenonIDE Pots

Beng Sammy ;
Port Propettics UnLock l l UnLock l oo e
1/0 Address: OxEBOD
Type: SATA Flash Chip Properties
Channel Primary Wendor ID:
Postion: Master Device ID:
Device: WIAWTE421 RAID Controller Name:
Size:
Drive Properties Type:
endor: TSSTeorp
Name: DVD-ROM TS-Hg424 Flashing Tasks
|| i /Deviee D [ [ Outro / ATA Reset |
Fiwf Rev: ms28
Reserved [ Read ] [ Erase ] [ Write: ]

JungleFlasher 0.1_&3 Beta F
Session Started Mom Dec 07 16&:17:52 2008

m

This is a 32 bit process running on 4 x 32 bit CPFUs
portio3Z.sys Driver Installed

portio3Z.sys Driver Started, thanks Schtrom !

Found 4 I/0 Ports. B
Found 1 Com Ports._

Found 13 windows drives C: D: E: F: G: H: I: J: E: L: M: N: O:

If Activate.iso worked correctly, you will get good flash chip properties (0x70) and drive will
appear in Vendor Mode in Drive Properties.

Port Properties | Unlock | ‘Unkock | l"'“‘""""""}
VO Address: OxEB00 !
Type SATA Rash Chip Properties
Channel: Primary Vendor ID:  OxBF
Postion: Master Device ID:  OxB6
Device VIA V76421 RAID Controller Name SST(SST39SF020)

Size: 262144 bytes
Drive Propedies Type: Parallel fiash with Status 0x70
Vendor: Drive in Vendor Mode!
Aashing Tasks
intro / Device ID | | Outro / ATA Reset |
F/W Rey
Reserved | Read \ Erase J I \Wite ]

Now CLICK HERE to proceed
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Unlocking iXtreme 1.5 > 1.61

For this method, we still need to power on the drive with the “half open tray”.

If using a 360 to power the drive

This method can be tricky to accomplish.

You need to power on the drive with Eject status closed but Tray Half Open — To do this using

an Xbox 360 as Power source, eject the DVD drive, then, press eject to ‘close’ the tray. Now this

is the important part — you MUST remove the DVD power plug from the DVD Drive BEFORE it
closes fully.

Wait for a few seconds and replace the power plug into the DVD drive taking extreme caution
to plug the plug the right way around — once done, the drive is now powered, console thinks its
closed but it is in fact half open.

If using a connectivity kit to power the drive

You need to power on the drive with Eject status closed but Tray Half Open — To do this using a
connectivity kit as Power source, eject the DVD drive, then, press eject to ‘close’ the tray. Now
this is the important part — you MUST switch off the power BEFORE it closes fully.

Wait for a few seconds and switch power on connectivity kit back on — once done, the drive is
now powered, console thinks its closed but it is in fact half open.

Load JungleFlasher, and select MTKFlash 32 tab.

FimwareTool 32 | DVDKey 32 | MTKFash 32 || Hitachi GDR3120 |

Source | Inquiry | Identify I Drive Seriall | User Guide

Press Intro / Device ID button

Rashing Tasks
I intro / Device ID I Outro / ATA Reset |

Read | Ease | | We
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The drive should be in Vendor Mode (0x70) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, The drive should also show as “Drive In
Vendor Mode!” in the Drive Properties.

Port Properties Unlock || itabode | |[FEETETTE
VO Address: OxEB00 C i
Type SATA Rash Chip Properties
Channel: Primary Vendor ID:  OxBF
Postion: Master Device ID:  OxB6
Device VIAVT6421 RAID Controller Name SST(SST39SF020)

Size: 262144 bytes

Drive Propedies Type: Parallel fiash with Status 0x70

Vendor: Drive in Vendor Mode!
intro / Device ID | | Outro / ATA Reset |
F/\W Rev ’

Now CLICK HERE to proceed
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DevicelD Unlock / Vcc Trick (VIA/Nforce only) Stock + Modified Drives.

This method has only really been tested on VIA (no drivers, or 530¢ drivers) and Nforce Chipsets,
although there is no harm in trying on others, this method works on Hacked and Stock Drives.

Load JungleFlasher, and select MTKFlash 32 tab.

FimwareTool 322 | DVDKey32 | MTKFash32 | Htachi GDR3120 |

Source | Inquy [ Identy | Drive Seral User Guide

Select correct 1/0 Port (check for TS-H943 in Drive Properties) and click Intro / Device ID.

FroworeToot 32 | DVOKey 32 = MTFash 32 | Meach GORII

VIA ports Ordy [V Elcaeng
350 Took

g Sy

T Ut L2oOn Emse
VO Addresa  QuESQ0
Tyge SATA Fash Ohg Propenes
Crannel Primary Veadx ID
Fostion Master Device ID
Devwce VAL VTE4A2T RAND Cortrolier Home

Sae
Dove Propetes Type

Verdor TSSTeerp
Hame DVO-ROM TS-HE4A — R

roro / Dowce 10 Ot 7 ATA Reset
FAN Rev ma2i
Reserced Foac Ere Virte

JungleFlasher will prompt you with instructions.
- —
MTK Vendor Intro failed b"’]

{ &N If you wish to resend the command you should click Yes.
‘&' Power off the drive and then back on (within 1 second).

Press Escape to cancel.

Click Yes the Running Log will display something similar to this.

Page 18 of 142



Sending Vendor Intro to port 0xCFOO
Inwvalid Status
Be-sending Vendor Intro:

When....... Are appearing, do as previously instructed by JungleFlasher. Power off the drive
then, within 1 second, power it back on.

The drive should be in Vendor Mode (0x70) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, The drive should also show as “Drive In
Vendor Mode!” in the Drive Properties.

Port Properties UnlLock f Unlock | |"‘"""“""“
VO Address: (xES00 3 - g
Type SATA Flash Chip Properties
Channel Primary Vendor ID:  OxBF
Postion: Master Device ID: O0xB6
Device: VIAVT6421 RAID Controller Name: SST(SST395F020)
Size: 262144 bytes
Drive Properties Type Parallel flash with Status 0x70
Vendor Drive in Vendor Mode!
Flashing Tasks
intro / Device 1D | | Outro / ATA Reset |
FWRev. e e
Reserved MJE’“’|‘XW“°’

Now CLICK HERE to proceed

If it didn’t work — read on
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Alternate method if you are struggling with the above

Load JungleFlasher, and select MTKFlash 32 tab.
FimwareTool 32 | DVDKey32 | MTKFash32 | Htachi GDR3120 |

Select correct 1/0 Port (check for TS-H943 in Drive Properties) and click Intro / Device ID.

FrmworeToot 32 | DVOKey 32 | MTFash 32 | Meach GORIN

VO Feat VA ports Gty 17 ) e ng
pum— 350 ook
ats -~ [
Por Progertes Unos Untock: || |LAeOn Emse
VO Addresa  QuESQ0
Tyze SATA Rash Oxp Propeties
Crannel Primary Veadx ID
Fostien Master Device ID
Devce VAL VTE4A2T RAND Cortrolier Home
Saze
Dmve Propentes Type
Verdor TSSTeerp
tyme DAVO-ROM T5-H3434 Sbig Tankca
roro / Dowce 10 Ot / ATA Reset
F/N Rev msll
Peserces Fleed Ernte Vite

JungleFlasher will prompt you with instructions.

@ —
MTK Vendor Intro failed . e

P —

'~ | If you wish to resend the command you should click Yes.

N & Power off the drive and then back on (within 1 second).

Press Escape to cancel.

Now power off the drive!

Then click YES,
Click Yes the Running Log will display something similar to this.

Sending Vendor Intro to port O0xCFOO
Inwvalid Status
RBe-sending Vendor Intro:
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When ...... . Are appearing,

power ON the drive!

The drive should be in Vendor Mode (0x70) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, The drive should also show as “Drive In
Vendor Mode!” in the Drive Properties.

Port Properties Unlock | ! Unlock | |"‘“""“""“
IO Address: (0xES00 3 : :
Type SATA Fash Chip Properties
Channel Primary Vendor ID: OxBF
Postion: Master Device ID: O0xB6
Device: VIAVT6421 RAID Controller Name: SST(SST395F020)
Size: 262144 bytes
Drive Properties Type Parallel flash with Status 0x70
Vendor Drive in Vendor Mode!
Flashing Tasks
itro / Device ID | | Outro /ATA Reset |
F/W Rev: —
Reserved Read J | Emse ’ [ Wite ]

Now CLICK HERE to proceed
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Reading the Firmware from the drive.

Now, we would like to read the firmware from the drive first, so select read.

Flashing Tasks
| Into/DevicsID | | Outro/ATAResst |

| Read || ’ Erase ] ’ Write: ]

Again, watch the Running Log for constant status updates.

Firmware reading:

Flash Name: 33T (33T333F0Z0)
Flazh Sime: E6Zldd bytes

Getting Status from port OxCFOO
Darallel flash found with Status 0x70

Beading Bank 0: ... ... .. ._.....

Beading Bank 1: .__..... .. ......
Deading Bank Z: .__....._..

Once the firmware has been successfully read, JungleFlasher will prompt you to save it.

-
& Save As — @
e~ S~ r
UU ' » Computer » DATA(J:) » samtest v I 49 IU' Search samtest yel [
Organize v New folder = v 'g’
k=| Pictures * Name ° Date modified Type
B videos

No items match your search.

& Homegroup

1% Computer
&, Local Disk (C:)
(—a Local Disk (D:)
a Local Disk (E:)
s MAIN (H)
ca Win7 (&)
—a DATA ()

Gh Network el i 4

IO ERSAM-OFW.bin| -

Save as type: [Firmware Images (*.bin) vl

4 Hide Folders [ Save ] [ Cancel ]
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Once saved, JungleFlasher will then prompt you asking if you would like to auto-load iXtreme
for Samsung Drives. You must have installed the JungleFlasher Firmware Pack into the same
directory as JungleFlasher.exe if you wish to benefit from this feature.

i B
Loading Source |-~ ,.l

( ~ ) Samsung firmware loaded to Source buffer!
&Y' Do you wish to auto-load Samsung iXtreme ?

Click Yes to auto load iXtreme (from the firmware pack) for Samsung into the Target Buffer,
JungleFlasher will also load your previously dumped Sam-OFW.bin as Source Firmware. Then,
copy data from Source to Target automatically.

Just verify Source data reports as it should, OSIG of TSSTcorpDVD-Rom TS-H943 with a key with
no multiple FF / 00 / 77 bytes
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FimwareTool 32 | DVDKey32 | MTKFash32 | Hitachi GDR3120

Qurce | Inquiry I Identify I Drive Serial | User Guide
Jhsamtest\SAM-OFW bin ——
Save Drive
Vendor Model Rev Firmware Type DVD Key i@ 4230 Key
Samsung TS-H9434  MS28 Stock F1318A0BCA23EATGFS2CCH097F166A33
. Open Source
051G [TS5TcorpDVD-ROM TS5-H343Ams28] Fimmware
Advanced View [ Spoof Source to Target Donate
Tarast - - - ) Open Target
&rg | Inquiry I Identify I Drive Seral Fimware
J\JFBeta.0.1.65fimware“ic161samsung bin
Manual
Vendor  Model Rev Firmware Type DVD Key @ 40EC Spoafing
Samsung TS-H343A  MS28 IXTREME1.61-12%- T1318ADBCAZ3EATGFI2CCI057F166A33
FINAL-TS-HA%3A
0SIG:[TSSTcorpDVD-ROM TS-H3434ms 28] Save to File

Inguiry string found

Identify string found

Drive key @ Ox40EC 7777777770777 79° 7007790 °00°0°0°7°9°97
Firmware COsig: [TS55TcorpDVD-ROM TS5-H343RAmsZ8]
Firmware is: 41iXTREME] . &€1-1Zx-FINAL-TS-H4332

Eey datsbase updated

T

Loading MIE Flash source file

1

To save a firmware file based on what’s currently in Target Buffer click, Save to File.

: : : : Open Target
Target | Inguiry I |dentify I Drive Senal| Fl:i'irrnwag
J:%JFBeta.0.1.65 fimware"c161-samsung bin
Manual
Vendor  Model Rev Firmware Type DVD Key @ 40EC Spoofing
Samsung TS-H9434 MS28 iXTREME1.61-12%- T1318A0BCA23EATGFS2CCS057F166A33
FINAL-TS-H453A
051G [TS5TeorpDVD-ROM TS-H343Ams 28] Save to File

JungleFlasher will ask you where to save the hacked firmware and what you want to name it,
and then you can proceed to write the firmware to the drive.
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Writing Firmware to the drive

To write the firmware, as long as drive is still unlocked (Vendor Mode) we just click MTKFlash
32 tab.

| FimwareTool 322 | DVDKey32 | MTKFash32 || Htachi GDR3120 |

Verfify you have good flash chip properties still.

Port Properties | Unlock ] | UnLock | |"““"""“"“
/O Address: OxES00 3
Type: SATA Aash Chip Properties
Channel Primary Vendor |D:  OxBF
Postion: Master Device ID: 0xB6
Device: VIAVTE421 RAID Controller Name: SST(SST395F020)
Size: 262144 bytes
Drive Properties Type: Parallel flash with Status 0x70
Vendor: Drive in Vendor Mode!
| ktro/Deviceld | | Ouro/ATAReset |
FW Rev: .

Then, click Write.

Flash Chip Properties
Vendor ID;  OxBF
Device ID:  0xBS
Name: SST(SST39SF020)
Size: 262144 bytes
Type: Parallel flash with Status 0x70

Flashing Tasks
| intro/Device D | | Outro/ATAReset |

| Read | [ Eose || wme |

Write Command, will erase and flash all 4 banks in turn, then read back the flash and verify.

A series of 16 ....."s is JungleFlasher writing the 16 sectors of each bank (4 banks, 0/1/2/3)
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After writing all 64 sectors, signaled by 64 dots (16 dots across 4 banks) JungleFlasher will verify
what it wrote by reading back and comparing against the Target Buffer. So, what we really
want to see is Write Verified OK!

Flash Verification Test |

Beading Bank 0: ... ... .. ........
Beading Bank 1: .. ... ... ........
Peading Bank £: ... ... .. ... .....

Deading Banle 2: . .. _.__._.._.
I|I|Ir:i.te verified 0K ! |

Ok, now you have flashed your Samsung Drive successfully,
Power off — connect back to console and test!

Should you not get Write Verified OK! Please ask for support in the JungleFlasher support
channel, found at irc.efnet.net - channel #JungleFlasher, or click HERE

RETURN TO START OF TUTORIAL
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BenQ VAD6038 (62430c and 64930c)
Overview
The BenQ Drive revision is tackled in a very similar way to the Samsung Drives.

The steps to modifying / restoring a BenQ Drive follow the basic outline of:
e Unlocking the Drive

e Reading the Original firmware

e Patching Key into hacked Firmware

e Erasing Drive

e Writing Drive

The tutorial will state multiple unlock methods, once drive is Unlocked / In Vendor Mode
(0x73) you should proceed to the next step of reading the firmware from the drive.

The following Flowchart Enables you to use the correct method for your drive!

Possible
jmm - | g=======s===y Alternative
i Stock FW > , iXtreme1.5> 1 option for Nforce
. L.
\ iXtreme 1.41 :i iXtreme 1.61 E or Via chipset
I“ \1-_-_—_—_—_-_-_-_—_—_:” users.
l l CLICK HERE

Q 4

N\ /4

N
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Unlocking the drive.

Before we can do anything to the drive, it must be in Vendor Mode (status 0x73), the majority
of the unlock methods are found under MTKFlash32 tab,

Half Open Tray Unlock for iXtreme 1.5 > iXtreme 1.61.

If using a 360 to power the drive this method can be tricky to accomplish as the 360 likes to
close the DVD Drive after powering it on.

You need to power on the drive with the Tray Half Open — To do this using an Xbox 360 as
Power source, eject the DVD drive and then remove the power lead from the Drive.

Close the tray half way and plug the DVD Drive power cable back into the drive, being VERY
cautious to ensure the plug is the right way around.

Using a Connectivity Kit / Xtractor to power the drive.

The easiest way to do this is to simply use the eject button on your connectivity kit to eject the
drive tray, power off the connectivity kit, push the tray half in and power back on the
connectivity kit.

Ok, now we half the half open tray, we navigate to MTKFlash32 tab if you haven’t already.
FimwareTool 322 | DVDKey32 | MTKFash32 || Htachi GDR3120
Source | jnquiry | Identify } Drive Sesial

User Guide

Click Intro / DevicelD.

| Intro/Device D | | | Outro/ATA Reset |

| Read | | Erase | | Write |

If tray status is correct, drive should return good Flash Chip Properties showing status 0x73,
Drive Properties should show “Drive In Vendor Mode!”.
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1O Port VIA pors Only ]
&€800 v [u]  icudenoniDE Pots

Port Propedties
VO Address: 0xES00

Type: SATA

Channel: Primary

Postion: Master

Device: VIAVT6421 RAID Controller

Drive Properties
Vendor: Drive in Vendor Mode!

F/W Rev:
Reserved:

chivaieisd

360 Tools

Beng Sammy
UnLock UnLock ] l""o“a‘”

FRash Chip Properties
Vendor ID:  OxC2
Device ID:  0x11
Name: MXIC({MX25L2005)
Size: 262144 bytes
Type: Serial flash with status 0x73

Sending Magic Keys to Drive on port Ox0xZ2800
Done!

Sending Vendor Intro

Pequesting Device ID

Manufacturer ID: 0xC2

Device ID: Oxil

Flash Name: MXIC(MX2512005)

Flash Size: 282144 bytes

Once drive is in Vendor Mode, you can proceed with Reading the Drives Firmware.

Rashing Tasks

| intro/Device D | | Outro/ATAReset

J

[ Read | [ Buse | [ wae

]

CLICK HERE TO PROCEED
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BenQ UnLock Stock/ iXtreme 1.1 -> 1.41 / Xtreme Firmware’s Only.

Please note, BenQ-Un-Lock WILL NOT work on drives that have iXtreme 1.5>1.61 firmware on
them (please use VCC Trick or Half Open Tray)

Connect your BenQ drive up via SATA to your PC, power on, and run JungleFlasher.
After a few seconds you will be taken to the main application.

Click the MTKFlash32 tab.

FimwareTool 32 | DVDKey32 | MTKFash32 | Htach GDR3120 |

Source | Inquiry [ Identfy | Drive Senal

Uger Guide

Then, select correct 1/O Port by verifying PBDS VAD6038 shows in the Drive Properties and
click BenQ UnLock.

FimwareTool 32| DVOKey 32 || MTKFlash 32 || eachi GOR3120 |

fam e Y activate 1so
. VIA ports v
INFO - Drive could also be 62430C W{ i 360 Tools
which has different properties Benq Samemy
UnLock ‘ Unlock | |LaeOnErese
Duve Propesthas
Vendar SATA Rash Chip Properties
FAYRev: 6243 Device ID:
R CA
o 0 5421 RAID Controller Name
Size:
Dave Type
Vendor PBDS
Name: | VADS038-64930C il e
| intro/DeviceD | | Outro/ATAReset |
F/W Rev . ~
Reserved | Read | | Emse | | Wae |

JungleFlasher will send the Magic Keys to unlock the drive and should return this message in

the Running Log. JungleFlasher has also sent the Intro command to the drive.
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|

Sending Magic Feys to Driwe on port O0x0xCFOO0
Done !

Sending Wendor Intro

Recuesting Device ID

Marnufacturer ID: 0xCE

Device ID: Oxll

Flazh Name: IMHIC(MHZELZ0O0E)

Flazh Size: Z6Z144 bytes

| £

The drive should be in Vendor Mode (0x73) now and return good flash chip properties, you can
check in the Running Log, Drive Properties or Flash Chip Properties.

| FimwereTool32 | DVDKey32 | MTKFash32 | HeachiGDR3120

Lo VIA posts Only (%]
— 360 Tools
(xES00 - L_J Include non-iDE Ports |
Beng I Sammy
Port Properties | Unlock | ‘ UnLock ] "“‘0“5"”\
VO Address: OxEE00
Type SATA Rash Chip Properties
Channel: Primary Vendor 1D: OxC2
Postion: Master Device ID:  0x11
Device VIAVT6421 RAID Controlier Name MXIC(MX25L2005)
Size: 262144 bytes
Drive i Type Serial flash with status 0x73
Vendor: Drive in Vendor Mode!
Nasia Radmgr Tasks
| into/Device D | | Ouro/ATAReset |
F/W Rev .
Sending Magic Keys to Drive on port OxOx*OO -

Done!

Sending Vendor Intro
Pequesting Device ID
Manufacturer ID: 0xC2
Device ID: Oxil

Flash Name: MXIC(MXZ5L2005)
Flash Size: 282144 bytes

- T—

1

Once the drive is in Vendor Mode, you can proceed with Reading the Drives Firmware.

CLICK HERE TO PROCEED
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DevicelD Unlock / Vcc Trick (VIA/Nforce only) Stock + Modified Drives

This method has only really been tested on VIA (no drivers, or 530c drivers) and Nforce Chipsets,
although there is no harm in trying on others, this method works on Hacked and Stock Drives.

Load JungleFlasher, and select MTKFlash32 tab.

FimwareTool 32 | DVDKey 32

Source | inquiry | Identy | Drive Sedal

MTK Flash 32

_Htachi GDR3120 |

Then, select correct 1/O Port by verifying PBDS VAD6038 shows in the Drive Properties and

click Intro / Device ID.

FimwareTool 32 | DVDKey 32 |[ MTKFash 32 || Heachi GDR3120 |

INFO - Drive could also be 62430C VIA ports Only (7] activate iso
which has different properties o g0 Noue
Benq Sameny
— l UnLock ‘ } UnLock ‘ L“O"E’””’
Dnve Fropeihies J ) | |
Vendar SATA
Name OVD-ROM Fash Chip Properties
FAVRev 6243 Vendor ID:
Reserved oca Device ID:
RAID Controller Name
Size:
Drive Type:
Vendor PBDS
Name VADG038-64330C s - ] — S "
| into/Device D || | Outro/ATAReset |
F/W Rev: - ~
Reserved ’LiR”di L Erase J fw'"i,l

JungleFlasher will prompt you with instructions.
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MTK Vendor Intro failed (oo

|' 5 . If you wish to resend the command you should click Yes.
& Power off the drive and then back on (within 1 second).

Press Escape to cancel.

o

Click Yes the Running Log will display something similar to this.

Sending Wendor Intro to port OxCFOO
Invalid Status
Re-sending Wendor Intro:

When....... are appearing, do as previously instructed by JungleFlasher. Power off the drive,
then, within 1 second, power it back on.

The drive should be in Vendor Mode (0x73) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, Drive properties should display “Drive in
Vendor Mode!”.
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| FimwereTool32 | DVDKey32 | MTKFash32 | HeachiGDR3120

O Port

VIA ports Only (V]
— ooy 360 Tools
(xES00 v L_J Include non-iDE Ports ,
Beng I Sammy
Port Propeties | Unlock ‘ UnLock ] "“‘0“5"”\
VO Address: (xEE00
Type SATA Rash Chip Properties
Channel: Primary Vendor 1D: OxC2
Postion: Master Device ID:  0x11
Device VIAVT6421 RAID Controller Name MXIC(MX25L2005)
Size: 262144 bytes
Drive Type Serial flash with status 0x73
Vendor: Drive in Vendor Mode!
R Rm\g( Tasks
| intro/Device D | | Ouro/ATAReset |
F/W Rev .

Sending Magic Keys to Drive on port OxOx*OO
Done!

Sending Vendor Intro

Pequesting Device ID

Manufacturer ID: 0xC2

Device ID: Oxil

Flash Name: MXIC(MXZ5L2005)

Flash Size: 282144 bytes

n

1|

CLICK HERE TO PROCEED

If it didn’t work — read on

Alternate method if you are struggling with the above!

Load JungleFlasher, and select MTKFlash32 tab.

FimwareTool 32 | DVDKey 32 | MTK Flash 32 J Heachi GDR3120 |

| Souce [inquiy [ Identéy | Dive Senal|

Then, select correct 1/O Port by verifying PBDS VAD6038 shows in the Drive Properties and
click Intro / Device ID.
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| FrmwareTool 32| DVDKey32 || MTKFash 32 || Heachi GDR3120 |

1O Port VIA ports Only [ activate iso
2 360 Tools
xE800 - G Inciusde non-IDE Ports
Benq Sammy
Pt Propertes ‘ UnLock i l UnLock ] ’“’0‘5‘”]
IO Address: OxES00
Type: SATA Rash Chip Properties
Channel: Prnimary Vendor ID:
Postion: Master Device ID:
Device: VIAVTE421 RAID Controller Name:
Size:
Type:
PBDS
VAD6038-64930C

| Read | | Emse | [ wae |

JungleFlasher will prompt you with instructions.

MTK Vendor Intro failed (oo

A If you wish to resend the command you should click Yes.
' Power off the drive and then back on (within 1 second).

Press Escape to cancel.

e [

Now turn OFF the power to the drive!
Click Yes, the Running Log will display something similar to this.

Sending Vendor Intro to port OxCFOO
Inwvalid Status
Be-sending Wendor Intro:

While ....... are appearing,
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turn ON the power to the drive

The drive should be in Vendor Mode (0x73) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, Drive properties should display “Drive in
Vendor Mode!”.

| FimwereTool32 | DVDKey32 | MTKFash32 | btachi GOR3120

O Fent VIA pors Ony 7]
(xES00 - D Include non-iDE Ports
Port Propedties

VO Address: (xEE00

Type: SATA

Channel: Primary
Postion: Master
Device: VIAVT6421 RAID Controller

Drive
Vendor: Drive in Vendor Mode!

Name
F/W Rev
Reserved:

Sending Magic Keys to Drive con port OxOx-*OO
Done!

Sending Vendor Intro
Requesting Device ID
Manufacturer ID: 0xC2
Device ID: Oxil

Flash Name: MXIC(MXZ5L200S5)
Flash Size: 262144 bytes

360 Tools

pchivaleisg

| |
l.hLodt]

m ] l.loOnErme\

Rash Chip Properties
Vendor ID:  OxC2
Device ID:  0x11

Name MXIC(MX25L2005)
Size: 262144 bytes
Type Senial flash with status 0x73

Rashing Tasks

| intro/DevicelD | | Ouro/ATAReset |

[ Resd | [ Emse | [ Wie |

-

CLICK HERE TO PROCEED
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Reading the Firmware from the drive.

Now, we would like to read the firmware from the drive first, so select read.

Drive Properties Type:
Vendor: PBDS
Name: VADB038-64330C Flashing Tasks

| Into/Device D | | Outro/ATAReset |
F/wl Rev:
Reserved: [Read][Erase][Wme]

Check the Running Log and you will see it reading the firmware from the drive.

Beading Bank 0: _._._._._._._._.._.....
RBeading Bank 1: _._._.._._.._._.._.._.....
Beading Bank Z:

=

Once the firmware has been read JungleFlasher will prompt you to save the firmware. Name it
what you wish and select directory path of your choice and click Save.

‘ Organize v =8 Views . New Folder

Name Date modif... Type Size »

Favorite Links

No items match your search.
[E| Documents

More »

Folders v

. older tuts L
.. Original_Firmwares
b . XboxZip Files
i | 3y CDM 2.0416 WHQL C
o | 1) portio32_1.4.zip
b E‘-i': DVD RW Drive (E:) B
I» €& Compact Flash (F:)
./ Combo Socket (G:)
& 8DSDIMMC (H:) i

File name: BENQ-OFW.bin =~

-

Save as type: [Firmware Images (*.bin) v]

4 Hide Folders i Save !l Cancel
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Once saved, JungleFlasher will then prompt you asking if you would like to auto-load iXtreme
for BenQ Drives. You must have installed the JungleFlasher Firmware Pack into the same
directory as JungleFlasher.exe if you wish to benefit from this feature.

-
Loading Source [&J

~ '| Benq firmware loaded to Source buffer!
' Do you wish to auto-load Bengq iXtreme ?

| Yes l ‘ No

N

Click Yes to auto load iXtreme (from the firmware pack) for BenQ into the Target Buffer,
JungleFlasher will also load your previously dumped BenQ-OFW.bin as Source Firmware. Then,
copy data from Source to Target automatically.

Just verify Source data reports as it should, OSIG of VAD 6038 with a key with no multiple
FF/00/77 bytes.

Now, verify unique Source Data matches that in Target Buffer and click save to file if you wish
to backup your Hacked firmware.
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—-_'——‘_)—-» -— e ————
FimwareTool 32 | DVDKey32 | MTKRash32 | HtachiGDR3120 |

| Source | inquiy [ identify | Drive Serial| .
inquiy | identéy | Dave Senal | s Giide
Save Drve
Vendor Mode! Rev  Firmware Type DVDKey@ 0xA030 Key
Benq  VADG03S  64930C Stock AS58D 16A78F40CEFIEDT6CEIFBE2CR0A
OSIG: PBDS VADS038-64920C Open Source
(V] Advanced View [ Spoof Source to Target ] \_Donate
| Target [inquiry | identéy | Drive Sedal | Open Target
D:\JFBeta.0.1.66(508) fimmware\tx16-beng bin
Manual
Vendor Model  Rev  Firmware Type DVDKey @ 0xE030 Spoofing
Beng  VADG03®  64330C iXtreme v160-12x-] | A358D16A78F40CEFSEQ16CEIFRERCE0A
FINAL-VADS038
0SIG: PBDS VADG038-64330C Save to File

Firmware is Benqg OSIG: PBDS VADEO38=-64930C
Firmware type ias: iXtreme vl 60-12x~-FINAL-VADE038

fing Tazget
DVD KRey copied tc tazget
Inquizy strings identical
Identify strings identical
OxFFO0 axea copied for Benq tc Seng]
Key database updated

You can now save the Target Buffer to file by clicking Save to File.

Target ; " - . Upen langet
arget | Inquiry | Identify | Drive Serial >

D JFBeta 0.1 66(505) fimware"ix16-beng bin

Manual
Vendor Model Rev  Firmware Type DVD Key @ (OxE030
Beng  VADB038  £4930C iXtreme w1.60-12x¢- ABRED1BATEFA0CEFSEDTGCEIFEEACE0A
FINAL-VADGD3E
05IG: PBDS WADBO32-64530C Save to File
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Writing Firmware to the drive.

To write the firmware, as long as drive is still unlocked (Vendor Mode) we just click MTKFlash
32 tab.

FimwareTool 32 | DVDKey 32 | MTKFash32 J Heach GDR3120 |
Souce |inquiy | identfy | Drve Senal| e i

Verfify you have good flash chip properties still.

Rash Chip Properties
Vendor ID:  O0xC2
Device ID: 0x11
Name: MXIC(MX25L2005)
Size: 262144 bytes
Type: Serial flash with status 0«73

intro /Device ID | | Outro /ATA Reset
] |

[ Resd | [ Eme | [ wme ]

Then, click Write.

Rash Chip Properties
Vendor ID:  OxC2
Device ID: Ox11
Name: MXAIC(MX25L2005)
Size: 262144 bytes
Type: Serial flash with status 0x73

[ ito/Deviceld | | Ouro/ATAReset |

| Resd | | Eme || wme |

Write Command, will send Chip Erase prior to writing and then proceed to write the 4 banks of
the firmware (banks 0/1/2/3).
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A series of 16 ....."s is JungleFlasher writing the 16 sectors of each bank (4 banks, 0/1/2/3).

Sending Chip Erase to Port 0xES00
Writing target buffer to flash
Writing Bank 0: ... . .- --
Writing Bank 1: ... .. ... --
Writing Bamk 21 . . .. e
Writing Bank 3: _ _ __ ____________

After writing all 64 sectors, signaled by 64 dots (16 dots across 4 banks) JungleFlasher will verify
what it wrote by reading back and comparing against the Target Buffer, what we really want to
see is Write Verified OK!

Flash Verification Test !
Beading Bank 0z ________________
Beading Bank 1: ________________
Reading Bank Z: ________________
Reading Bank 3 ________________
Write werified OE |

Now send an Outro to the drive.

Hashing Tasks
| intro/Deviced | || Ouro/ATAReset |

[ Read | [ Emse | [ wime |

This will release a drive from Vendor Mode and send ATA Reset to the Drive. It then sends an
inquiry command to the drive.

This will save you power cycling the drive and then changing port away and change it back
again, with the click of a button, drive will ‘reset’ itself and JungleFlasher will send an inquiry
command to the drive. If successfully flashed the drive should Inquire correctly and display
drive properties.

Drive Properties Dive Propestias
Vendor PBDS Vendor SATA
Name: VADG038-64930C Name BVD-ROM
FAY Rev FAVRev. 6243
i Reservad ocaA

Which drive properties you have depends on BenQ FW version!

Power off — connect back to console and test!

CLICK HERE TO RETURN TO START OF TUTORIAL
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Hitachi GDR-3120L.

Rom Versions 32/36/40/46/47/58/59/78/79.
Overview.

Hitachi drives are completely unique in the way and which they are modded. We modify
Hitachis on a sector by sector basis. For this to happen the drive must be in Mode-B (mode-b
allows windows to recognise the drive!) there are several transfer methods available (some

only to certain revisions) But RAM Upload can be used for all drives!

JungleFlasher can be used over Windows API or PortlO.

Use Win APl

Use Part 10 @

WinAPI should used where possible, although WinAPI requires the drive to be assigned a drive

letter, this isnt possible with a VIA 6421 with Drivers Removed.

PortlO functionality was added for VIA 6421 Sata users who removed drivers to hack the Lite-
On drives without freezing issues.

To enable PortlO usage, check VIA Ports Only under DVDKey 32 tab.
V1A ports Onby |V

VIA users with no drivers, must utilise the PortlO option

you will not be assigned a drive letter in windows with no drivers!!! — You can still

dump/flash the drive — it just will NOT SHOW UP IN THE DRIVE LIST!
To enable PortlO usage, check VIA Ports Only under DVDKey32 tab

(you must have drivers correctly removed!)
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Regardless of option chosen, the Hitachi Drive must still be in ModeB, this is essential to be
assigned a drive letter in Windows, for using WinAPI, but, also vital for PortlO users as most
dump and flash commands require it.

Windows API Users, after setting ModeB, you must wait for hardware
changes to be detected (15 secs) If nothing is detected, click “Refresh”

Sometimes the drive will not automatically show up —if this is the case (WinAPI
users only) open device manager and “scan for changes”

JungleFlasher uses a unique way of calculating the checksum of the firmware and
JungleFlasher will also take over from the user as soon as possible to prevent user error, its
not necessary to dump the drive to patch the firmware, JungleFlasher will dump before you

try to do anything to the drive.

JungleFlasher also incorporates a “Stability Test” prior to modifying the drive, as safety is
paramount.

CLICK TO CONTINUE
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Hitachi

If using USB-Sata convertor —

Flashed! Use ST TT T . '
Either Method <«—— Stock or flashed ! follow this— CLICK HERE —
I —
for Mode-B I Firmware? : Stock —* )
. ; l (Win XP ONLY)
Setting Mode-B
Set Mode-B on Setting Mode-B B EE
Flashed drive CLICK HERE

CLICK HERE

l

If the flashed
Drive isa V79
CLICK HERE

\ Drive in Mode-B
Flashed! Pre-79 with stock FW
You MUST
Restore First!
CLICK HERE

79

/

Info — If you have a
79 that is flashed
with iX1.51 there is
no need to unlock —

Pre —78 78
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Setting ModeB

Connect your Hitachi Drive via sata, power it on, then open JungleFlasher and you will be
presented with the welcome screen

Then, click the Hitachi GDR-3120 tab

Rus Fropses Use Win API &) Dive

You will be presented with the dedicated Hitachi tab shown below (or similar to)

" FemworeTool 32| DVDKey 32 | MTK Fash 32 || Fitachi GDR3120 |

Port Properties Use Win APl @ Drive
OADD0 - FA[HL-DT-STOVDRAM GH15F  EG0Q] -
Use Port 10
Vendor: HL-DT-ST 4 . [ ]
Dive Revision | Refresh | | Quey | | Remove | [ USmodes |
Name: DVD-ROM GDR3120L 32/40
% Fashing Options Sector List
FAYYRev: 0059 z Dump Drive @ —
46/ 47/
Reserved: OBMAB 0601724 Manual Spoof
58/590
Auto Spoof |
Send Mode-B 78/79¢C
Flash iXreme
Open Oose Tranger Method Restore F o
Classic g . 1d sectos list and flach then
= . ( Dump flash, load stock, build sector list and flash then
utomatic (Y Mode Select ¢
Insert the 79 Unlock Audio CD. o8 fat
Ram Upload ©
Feto S
Ram Poke
Jungleflasher 0.1.€9 Beta
Session Started Mon Dec 07 1€:34:47 2008

portio3Z.sys Driver Installed

portio3Z.sys Driver Started, thanks Schtrom !

Found 4 I/0 Porcts.

Ffound 1 Com Ports.

Found 13 windows drives C: D: E: F: G: H: I: J: K: L: M: N: O:

This is a 32 bit process running on 4 x 32 bit CPUs 5]

Note the Hitachi Drive inquires on my 1/O Port and that PortlO is disabled (using non-VIA
chipset)
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[ FimwareTool 32| OVDKey32 | MTKFissh 32 |[ Ftach GOR3T20 |

FoxTropeics Use Win API © Dps
OcAD00 v FA\[HL-DT-STOVDRAM GH15F EG00] -
Uss Port 10
—RALCOT-ST - - 1 ]
e [ ] (e ] [Renove ] [USmod)
Name: DVD-ROM GDR3120L /40
2% Flashing Options Sector List
Fi\v/Rev: 0059 . Dump Drive @ r
46/470)
Reserved: O0BMAB 0610124 Manual Spoof
58/59 9
Auto Spoof ¢
Send Mode-B 78/79€C
Open OCose Trandfer Method Restore Frmware ©
= B Classic | [fzu“mp flash, Io?d stock, bu_nrldh;,e}.!-o[ hst and ﬂa:',;t—r:er_:
automatic V] Mode Select ¢
| t the 79 Unlock Audio CD Free Hash
Ram Upload @
et S
Ram Poke

i 1 0 O B B B B O O B0 8 0 B 0 0 00 8 e 8 5 8 e 8 8 0 0 8 0 Bt O P b B 8 8 e 0 0 e 000 0 oo o 0 0 0
Jungleflasher 0.1.€9 Beta
Session Stazted Mon Dec 07 16:34:47 2008

This is a 32 bit process running on 4 x 32 bict CPUs
portio3Z.sys Driver Installed

portio3Z.sys Driver Started, thanks Schtrom !

Found 4 I/0 Pores.

Ffound 1 Com Porcs.

Found 13 windows drives C: D: E: F: G: H: I: J: K: L: M: N: O:

The drive needs to inquire on 1/0 port for Raw ModeB Commands to work (this applies to

spoofed drives also)

Once it inquires, Click send ModeB, you will be presented with the following message, its
advised you do as it states as the ModeB button on Connectivity Kit, can cause issues

Send Mode-B Command - —

&% You are about to send the mode-B command to your Hitachi Drive.
@ Open drive tray now, then press OK to continue,

Drive should respond to normal windows Inquiry and close.

Wait 15 seconds for Windows to recognise drive.,

When done, it's important to confirm Mode-B with double press to
open and close drive tray.

Press Escape to cancel.

[ ok ]| Ccancel
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Once done, click Ok

The drive should now report as in ModeB

Morking folder 'D:hvDocuments and Settings) OggyiDesktophBackup Firmware O0LEETut' created. L

Drive, answers normal Windows Inguiry 12 0 0 0 24 0

0ooo: 05 80 00 32 5B 0O 00 00 - 45 4C 2D 44 54 ED 53 54 . E[...HL-DT-3T
00lo: 44 56 44 ZD 5& 4F 4D 20 - 47 44 52 33 31 32 30 4C DYVD-ROM GDR31Z0L
00Zo: 30 30 35 39 oosa

Hode-E Done!
Bcanning for hardware changes

Once ModeB is set, if using WinAPI, JungleFlasher will scan for hardware changes automatically
after 15 seconds (if using vista/win 7 ensure you run jungleflasher as administrator) if drive
does not show up then scan for changes in device manager!

WIinAPI users should seen similar to this under the ‘Drive’ section

Drive
P\ [HL-DT-STOVD-ROM GDR3120L0059] -

| Refresh | [ Query Remove | | USmodeB

If not, click Refresh List

JungleFlasher WILL NOT scan for Hardware Changes after setting ModeB for PortlO users. The
Drive will NOT appear in drive list on right hand side!

Instead, the tasks are carried out, as long as the drive Inquires on the I / O Port
Port Properties
OeADOO -
Vendor: HL-DT-ST
Name: DVD-ROM GDR3120L
FAYRev. (0059

Reserved: OBMAB 0601724

Send Mode-B

Open Cose |

BACK TO FLOWCHART!
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Mode B on an already flashed drive

Mode B can be easily achieved on a pre-flashed Hitachi
Ensure SATA cable connected to pc!

This is done by powering on the drive with the tray fully open

To do this using a xbox 360 console for powering the drive;

1. Eject the drive
2. Pull the power cable from the rear of the DVD-Rom
3. Plug cable back in (ensuring correct orientation of plug)
4. The drive tray will close (if pre-flashed)
5. Check that it takes 2 presses to eject and 2 or 3 to close.

Your drive is now in Mode B

Using a connectivity kit / power dongle

1. Eject drive using button on kit
2. Switch power off, then on again
3. The drive tray will close (if pre-flashed)
4. Check that it takes 2 presses to eject and 2 or 3 to close.

5. Your drive is now in Mode B

Start Jungleflasher — click on Hitachi Tab!, ensure correct I/O port
If using WinAPI — drive should show in drive list on right hand side!

If using PortlO option — drive should be visible in port on left hand side!

CONTINUE ON FLOWCHART
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JungleUSB Drivers and USmodeB (XP ONLY)

JungleUSB is a hacked USB Storage driver that enables windows to see a Mode A drive over
USB, this enables USmodeB command to be sent and the drive.

Installing JungleUSB Driver
(can be downloaded from the usual places).
First you need to connect the drive to your PC with a SATA-USB Bridge Adapter

Windows will automatically install the device as

USB Mass Storage Device
You will need to update driver and install JungleUSB

Open Device manager and Find USB Mass Storage Device under Universal Serial Bus
Controllers. Right click on it and Update Driver.

= Q Universal Serial Bus controllers
% SiS7T00L PCIto USE Open Host Controller

Q SIS7T001L PCIto USE Open Host Controller
Q USB Composite Device
L2 USB Mass Storage Device
€ USB Root Hub
& USB Root Hub

+-H8 Xbox 360 /O Device Drivers

m
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Select No, not this time. Then click Next

Hardware Update Wizard

Welcome to the Hardware Update
Wizard
Windows will search for current and updated software by

looking on your computer, on the hardware installation CD, or on
the Windows Update \Web site [with your permission).

Can Windows connect to "Windows Update to search for
software?

() Yes, this time only
() Yes, now and every time | connect a device
@ No, not this time

Click Next to continue.

Cancel

Select Install from specific location and click Next

Hardware Update Wizard

This wizard helps you install software for:

USE Mass Storage Device

") If your hardware came with an installation CD
<452 or floppy disk. insert it now.

What do you want the wizard to do?

stall the software automatically (Recommended)
dInstall from a list or specific location [Advanced}

Click Next to continue.

< Back ji_ﬂextfi [ cancel

Select Don't search | will choose the driver to install and click Next.
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Hardware Update Wizard

Please choose your search and installation options.
g

() Search for the best driver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

| \Daocuments and Settinns \Bradlev\Desktophiun

@ Don't search. | will choose the driver to install:

Choose this option to select the device driver from a list. “Windows does not guarantee that
the driver you choose will be the best match for your hardware.

[ < Back | Next > I \ Cancel \

Click Have Disk

Hardware Update Wizard

Select the device driver you want to install for this hardware. ﬁ\

&

Select the manufacturer and model of your hardware device and then click Next. If you
e%b have a disk that contains the driver you want to install, click Have Disk.

[¥] Show compatible hardware

| Model
EHUSE Mass Storage Device |
JunglelJSE 360 Mass Storage Driver

[ <Back ][ Mew> | [ Cancel ]

Now click Browse and Navigate to JungleUSB.inf (can be downloaded from the usual
places).
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Select it and click Open. Then click OK

Hardware Update W

Select the device driver you want to install for this hardware.

/adl Install From Disk

H Insert the manufacturer's installation disk, and then l 0K
(] make sure that the correct drive is selected below.
[ Cancel |
| — Sy l—
]
Copy manufacturer's files from:
et |
& = | Browse...

Now click next and the Driver should install.

Hardware Update Wizard

Select the device driver you want to install for this hardware. \

=

Select the manufacturer and model of your hardware device and then click Next. If you
G%“ have a disk that contains the driver you want to install, click Have Disk.

[¥] Show compatible hardware
Model 1'
JungleUSB 360 Mass Storage Driver

& This driver is not digitally signed! | Have Disk... |

Tell me why diver signing is important

[ < Back ‘1% Next> : { Cancel l

Click finish and Return to Device manager.
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Hardware Update Wizard

Completing the Hardware Update
Wizard

The wizard has finished installing the software for:

% JungleUSE 360 Mass Storage Driver

Click Finish to close the wizard.

N e

£ Finish  §

TP

If all went well you should now have JungleUSB 360 Mass Storage Driver listed under
Universal Serial Bus Controllers and HL-DT-ST DVD-ROM GDR3120 USB Device listed under
DVD/CD ROM drives.

£ Device Manager (=) E
Eile Action View Help
g B A xma

=iz DVD/CD-ROM drives -~
. HL-DT-ST DVD-ROM GDR3120L USE Device
L HL-DT-ST DVD-ROM GDRS163B
5 PIONEER DVD-RW DVR-116D

& Floppy disk controllers

J4 Floppy disk drives

&8 Human Interface Devices

1= IDE ATA/ATAPI controllers

+-42» Keyboards

S AR SRR AR

m

# ) Mice and other pointing devices
+-H8 Metwork adapters
¥ J Parts (COM &L LPT)
+ % Processors
e} @ SCSI and RAID controllers
+- 8, Sound, video and game controllers
.59 System devices
= %’ Universal Senal Bus controllers
L4 JunglelUSB 360 Mass Storage Driver
% SiS7001L PCIto USE Open Host Controller
N R 7@[795]’@@7; PCIto USB Ovnen Host Cantroller =

Now Start JungleFlasher and select the Hitachi GDR3120 tab, Click the USmodeB button
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FamwereTool 2 | DVDKey32 | MTKFlash | HiachiGORNIZD |

fat P‘—_ Use Win APt @ Oive
|m0c00 v , .
Use Port 10 () l
Vendor: NoDiive Detected Drive Revision _Betiesh | | Quey | | Remove | |USmodes |
Normes 0/3R0
% Flathing Optionss Sector List
17w 1ev. > Dump Diive @ f
teserved
- ? You are about to scan for your Hitachs Drive and send USmodeB
~ SendMog \) You will need to use the JungleUSE drrver for this to work.
——r Connect the USE-2-SATA to the USB port wath the dirve connected
Open | | and powered on, wart 15 seconds, then press OK.
73 Urdock Press Escape to cancel,
lumnzs_mml | Cancet. |

7 ", ———_——__-_—_————————-—- -

JungleFlasher 0.1.59 Beta
Session Started Sar May 02 17:44:33 20050

This is a 32 bit process running on a 32 bic CPU
Porcll is installed and running.

JungleFlasher will scan for any 360 Hitachi Drives connected via USB and send Mode-b
Command to that drive. The Drive should now be selectable in the drop down box.

Post Properties Use Win AP @ Deive
D800 v G\ {HLOT.STOVD-ROM GDRI1 2000059 -
Verdor,  No Deve Datected Diive Revision Fetosh Quewy Remove | USmodeB
Nare: wrzw Flashing Options
%e o Sector Lint
AN { Dump Drive @) -
A7 /4B Manual Spoof ()
53/58@ Auto Spoof ()
_ Serd Mode B | 79/78¢ Flash i¥treme ()
Open ] | Ciose Transier Mathod Restore Fimware ()
155 v Classc Set Checksum ()
auomabc [ Maods Salect © Free Flash

lextad e 79 Urkock hude (0

T A

Found & vindovs drives. -
Found I CO/DVD drives.

GV [ML-DT-STDVD-ROM COBILI20L0059] returns with norsal Windows Inquiry
O000: 05 80 00 32 5B 00 00 00 ~ 48 4C 2D 44 54 2D 53 £¢ ... 2(...HL-DY-5T
OD10: 44 56 44 ZD 52 47 4D 20 - 47 44 52 33 31 32 30 4C DVD-RON CDR3120L
0020: 30 30 35 39 30 42 4D 41 - 42 20 20 20 30 35 2F 30 OOSSOBMAE 06/0
0030: 34 I¥ 3T 34 20 20 20 00 1/24

CLICKTO RETURN TO HITACHI FLOWCHART
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Dumping the Firmware from the drive (Pre v78)

Older ROM Versions of the drive, v32, v36, v40, v46, v47, v58 and v59 are dumped using Classic
Mode, Mode Select, or RAM upload. For the purpose of the tutorial, I'll use Mode Select

** Dumping the firmware from a Drive Using ‘Classic Mode’ will be fooled by firmware
stealth, this means, it WILL report as stock even though it isnt. **

As the drive is in ModeB already, we simply ensure drive revision matches that of the drive

| FrmworeTool 32 | OVDKey32 | MTKRash32 | HtachiGDR3I0 |

POt Eiopatics Use Win APl & D
(xA000 - hah P:\ [HL-DT-STOVD-ROM GDR3120L0059) -
Vendor: HL-DT-ST Diive Revision [ Refresh ] [ Query } rRmnve ' W&nodes |
Name: DVD-ROM GDR3120L 32/40¢
% Fashing Options Sector List
FA Rev:. 0058 Durmp Drive ©
Reser\'ed OBMAB m,olq.‘. 46/47 ¢ [ Dump and save flash lmdgg
58/59 %
Auto Spoof |
| SendModeB | 78/79
Flash Drems (
L _OpeE\A ] [ Oooe J Transfer Method Restore Firmware
Classic |
79 Unlock — Set Checksum |
automatic (V) Mode Select |
In: 791 Audi Free Hash
Ram Upload @ (
Play 79 Unlock | Readto Source
Ram Poke | J
Found drive H: - Haxd Dzive. -
Found dzive I: - Haxd Drive.
Found drive J: - Haxd Dzive.
Found drive K: - Remcvable.
Found drive L: - Removable.
Found drive M: - Removable.
Found drive N: - Removable.
Found drive O: - CD/DVD.
Found drive P: - CD/DVD. <--- Hitachi found '?

Select Dump Drive and Mode Select
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& JungleFlasher 0.169 Beta — R —————— -

P—
| Fi Tool32 | DVDKey32 | MTKHash32 | HtachiGDR3120 |
Bt T Use Win API @ L2
AD00 v P\ [HL-DT-STDVD-ROM GDR3120L005] =
Use Port 1O
Venthe:: Hu ok Drive Revision [Refresh | [ Quey | [ Remove | [USmodeB |
Name: DVD-ROM GDR3120L 32/406)
%0 Flashi Sector List
FivfRev: 0059 - ’7
46/470 -
Reserved: OBMAB 06/01/24 i h image. |
58/53@ .
Auto Spoof )
| Send Mode-B | 78/790) )
Flash iXtreme )
[ Open ] [ Close ] Transfer Method Restore Rirmware ©
Classic 5
79 Unlock Set Checksum (©)
automatic Mode Select )
Insert the 79 Unlock Audio CD. = Free Flash
Ram Upload @)
Ram Poke

Found drive
Found drive
Found drive

- Harxd Drive.
Hard Drive.
Hard Drive.

Found drive - Removable.
Found drive Remcvable.
Found drive - Removable.
Found drive — Removable.
Found drive - CD/DVD.

O 2R R G H
|

Found drive - CD/DVD. <--- Hitachi found

+ ]

Then, click Read to Source
Flaghing Options
Dump Drive @)
Manual Spoof ()
Auto Spoof ()
Rash i¥treme ()
Restaore Fimware ()
Set Checksum ()

Free Flash

Read to Source

You should see something similar to below
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O0z0: 20 20 25 23 0oESD

3

Mode-B Done!

Scanning for hardware changes
Found 7 windows drives.

Found 3 CD,/DVD drives.

Dunping ff/w of Hitachi 00583/0052 by Mode Select Method wia WIN3Z APT
UnLocked!

(=]

Once firmware is read, JungleFlasher will prompt you to save it.

&N Save As — e 5

@Qvl !, » Computer » DATA(J) » hittest vl‘,l Search hittest ;.)1

Organize v New folder == w @

-

Name Date modified Type

+& Homegroup
No items match your search.

1% Computer
&, Local Disk (C:)
a Local Disk (D:) ll
@ Local Disk (E:)
s MAIN (H:) 5
= Win7 (@) ’K
= DATA () |

¢§ Network

- 4 1 3

File name: Hit-OFW.bin 2

Save as type: | Firmware Images (*.bin) ']

' Hide Folders | sawe || cance |

Upon saving the Firmware from the Drive, you can verify the key appears good and it reports as

GDR 3120 (ROM Ver)
Source | inguey | idertéy | Drive Seral 2| e
J\hittest\He OFW bin e ——
Save Drve

Vendor Model Rev Firmware Type DVD Key @ 4F00 0x67178889 A Eﬂ )
Hitschi GDR3120L 0059 Stock AS009CIAFBI6057D2E09494079A20C 36

. Open Source

. OSIG:[HL-DT-STDVD-ROM GDR3120L0059] ez

The Running Log should also show this data.

FLASH iX FIRMWARE - CLICK HERE
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UNLOCKING v79

FIRST Ensure ModeB is set

V79 ONLY

The Hitachi v79 requires ‘unlocking’ via Audio CD which can be downloaded here

Burn the .bin, using the cue sheet in IMGBurn (done by right clicking .cue file and selecting

“burn with imgburn”) and write to CD-R

Insert the disc into the Hitachi v79, wait for it to spin up (windows media player may try to

open! - just close it) then click 79 unlock

| FimwareTool 32 | DVDKey 32 |

Port Properties

IxCDAD

v [

Vendor: HL-DT-ST

Name: DVD-ROM GDR3120L

Fw Rev:

0079

Reserved: 0BMABE 06/05/25

[ Send Mode-B |

[ open ] [Ooe ]

79 Unlock

automatic [V

Insert the 79 Unlock Audio CD.

Pl
|

J

o

79 Unlock

Use Win APl @

lUse Port 10

Drive Revision

2/400
%0
46/470

58 /590

78/79@

Transfer Method
Classic

Mode Select

Ram Upload @)

Ram Poke

MTK Flash 32 | Hitachi GDR3120 |_

Drive

F:\[HL-DT-STDVD-ROM GDR3120LDO79] v

| Refresh | [ Quey | | Remove | | UsmodeB |

Fashing Options
Dump Drive @

Sector List

Manual Spoof )
Auto Spoof ()
Flash iXtreme ()
Restore Fimware ()
Set Checksum (0

Free Hash

Read to Source

Found drive
Found drive

Found drive
Found drive
Found drive
Found drive
Found drive

G:
Nc Hitachi drives were found!
Scanning for hardware changes
- Hard Drive.
- Hard Drive.

RO EUN Ny

- CD/DVD.
- CD/DVD.

— CD/DVD.

- CD/DVD. <--- Hitachi found

- CD/DVD.

|

1

JungleFlasher should display a log similar to the one below.
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http://www.360mods.net/JungleFlasher/79_Unlock.rar
http://fileforum.betanews.com/download/ImgBurn/1128426215/1

Found drive E: - CD/DVD.

Found drive F: - CD/DVD. <--- Hitachi found
Found drive G: - CD/DVD.

Playing 73Unlock Audic CD

Pausing 79Unlock Audio CD, after 500mS
Ejecting 79Unlock Audioc CD

Setting bit 3 @ OxSBD

Executing ccde in Ram

Done!

The Drive is now unlocked!

UNLOCKED - PROCEED! NOW TREAT IT AS PER A 78 — CONTINUE FROM POINT IN
FLOWCHART YOU WERE AT -CLICK HERE
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V78 / V79

Now, onto dumping the drive. With the V79 unlocked, or the v78 in ModeB We can now dump
the drive using RAM Upload method

MTK Fash 32 Hitachi GDR3120 |_

Use Win AP| @ Pes
= F\ [HL-DT-STDVD-ROM GDR3120L0079] v
e Port |
Deive Revision [ Refresh | [ Quey | [ Remove | [Usmodes |
32/40
3% Flashing Options Sector List
2 Dump Drive ©
46 /47
Manual Spoof |
58 /59
Auto Spoof
78/79@
Fash iXtreme
Transfer Method Restore Fmmvare ¢
138 o -
Mode Select
res Hiash
Ram Upload ©
e Read to Source

So, click Read to Source
Flashing Options
Dump Drive ©
Manual Spoof
Auto Spoof
Fash iXtreme ()

Restore Frmware

Read to Source
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JungleFlasher will now dump the drive using RAM Upload Method

Found 3 CD/DVD drives.

Ea
Playing 79Tnlock Audioc CI
Pausing 790nlock bdudio CD, after 750mS
Ejecting 79Unlock Audic CD
Secting bit 3 @ O0x5ED
Executing code in Pam
Done! =
Dumping f/w of Hitachi 0072,/007% by Ram Upload Method wia WIN3IZ APT F
"""" h

Once it has read the Firmware it will prompt you to save the Firmware.

g

@‘\‘_}" i » Firmware v I +4 l I Search
‘ Organize v oo Views v B New Folder
ot Name Date modified Type Size Tags
. This folder is empty.

Desktop

Recent Places

!
=
{8 Computer
E Pictures
)

; Music

More »

Folders A~

File name: ‘Hit-OFW

ol

A 4

Save as type: [Firmware Images (*.bin)

)

“. Hide Folders [

Save ]’Canoel]

Once saved, it will open it as Source in FirmwareTool32.

Wendor Model Rev Firmware Type VD Key @ 4B00 Coc00000000

Hitechi GDR3120L 0073 Stock D3D22723472F 72364M6A660AE4534534

0SIG:[HL-DT-5TOVD-ROM GDR3I1200L0079]

FLASH iX — CLICK HERE TO PROCEED!
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Flashing iXtreme to a stock Hitachi Drive

Flashing iXtreme to a Hitachi has taken a huge step in development with JungleFlasher’s
methods.

JungleFlasher WILL NOT allow you to flash iXtreme over iXtreme, it will detect the checksum
and detect its hacked by checksum and force restore first.

Typical error if user tries:

Flash iXtreme

] Master Checksum is Set, this is normal For a modded drive.,
L3 Restore Drive to Skock Firsk

So, onto flashing iXtreme
You will need the JungleFlasher Firmware Pack for this to work.

With the drive in Mode-B (and Unlocked if a v79) simply select Flash iXtreme from the Flashing
Options list

FimwareTool 32 | DVDKey32 | MTKFash32 | Hiachi GDR3120 |

Port Properties Use Win API @ Drive
[ Y e FA [HLDT-STDVD-ROM GDR3120L0075] -
Vendor: HL-DT-ST Diive Revision I Refresh ] I Query ] [ Remove ] [USmodeB]
Name: DVD-ROM GDR3120L 327400
wE Flashing Options Sector List
FM/ Rev: 0079 = Dump Drive @
46 /470 )
Reserved: 0BMAB 06/05/25 Manual Spoof ()
58/59©) =
Auto Spoof ()
[ Send Mode-B | 78/790 :
l Open ] l Close ] Transfer Method Restore Fimware ()
79 Unlock e Set Checksiin ©
automatic [V Mo ot

Free Flash

Insert the 79 Unlock Audio CD.

Ram Upload @
Play 79 Unlock e Read to Source ‘

Found drive E: - CD/DVD. -
Found drive F: — CD/DVD. <--- Hitachi found
Found drive G: - CD/DVD.

Playing 79Unlock Audic CD

Pausing 79Unleck Rudic CD, after 500mS
Ejecting 79Unlock Audio CD

Setting bit 3 @ OxSBD

Executing ccde in Ram

Done!

letn |
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Then, click Flash Hacked f/w

Rashing Options Sector List
Dump Drive ) 0x9003E000
0x90003000
SO Spact ) 0%30005000
Auto Spook 0x30006000
0%3000A000
Bash iXreme © 0x9001C000
0x20027000
Restore Firmware | 0x9002E000
0x90033000
Sat Checksum 0%30034000
0%20035000
Free Hash
| |

JungleFlasher will then dump the drive so it can compare sectors that will need to be written.

Done!
Flazhing Hacked f/w to Hitachi 007870073 by Ram Upload Method wia WIN3IZ API

It will prompt you to save it. It’s heavily advised you do just in case.

r@ Save As ! = @

@Qv' .. » Computer » DATA()) » hittest v | ‘,|| Search hittest p\

Organize v New folder 4= - @

-~

Name Date modified Type

+& Homegroup
No items match your search.

1% Computer
&, Local Disk (C:)
a Local Disk (D:) ll
a Local Disk (E:)
s MAIN (H:)
e Win7 (@)
a DATA ())

m

G’! Network

- < 11 »

File npame: Hit-OFW.bin >

Save as type: [Firmware Images (*.bin) v]

# Hide Folders [ Save ] [ Cancel ]

JungleFlasher will seemingly take control, don’t worry, this is normal.
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If you view the log, you see that JungleFlasher has automatically loaded iXtreme 1.51, copied all
your data (key sector 90004000 isn’t touched) into iXtreme, and flashed a test sector for
stability.

The stability test should return as stable, if so, you will see this message.

-
Flash ID Strings —g—

"0.' Flashing stabilty test reports stable.

Do you wish to Continue 7

(= ]

s — —— —

If you wish to proceed, click Yes

Again, JungleFlasher will take over and you will see it flashing the sectors like below:

Pead back & compare completed, Flashing Stable!
RBepairing Test Sector.

Flashing Sector F003F000

Done |

Flashing Sector S003E0Q00Q

Flashing Sector 20003000

Flashing Sector 20006000

Flazhing Sector 50002000

Once finished, JungleFlasher will verify the firmware written to the drive and report back

Flashing Sector 200ZE000 L
Flashing Sector 20023000

Flashing Sector 20024000

Flashing Sector 20025000

Done |

Write werify test. .

Bead back & compare completed, Write Verified!
Flash Complete !

Power Off — Disconnect drive, connect sata back to console and test!

YOU ARE FINISHED — RETURN TO START OF TUTORIAL
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Restoring from Hacked Firmware

As the title suggests, it is simply a reversal of flashing the Drive with Hacked Firmware. This also
applies to Hitachi Drives Spoofed as other Drive types / Revisions.

Again, JungleFlasher will depend on the JungleFlasher Firmware Pack being in the same
directory as JungleFlasher.exe

With the Drive in Mode-B (and unlocked if it's a v79 ) simply select Restore Firmware from the

Flashing Options list

| FmwareTool 32 | DVDKey32 | MTKFash32 | HitachiGDR3120 |

Port Properties Use Win APl @ Drive
OCDAD +| [ - F\ [HL-DT-STDVD-ROM GDR3120L0079] v
Use Port 10
Vendor: HL-DT-ST Drive Revision [ Refresh J [ Query J l Remove J [ USmodeB J
Name: DVD-ROM GDR3120L 32/400
. Flashing Options Sector List
FM Rev: 0079 60 Dump Drive ()
46 /47 ) _
Reserved: OBMAB 06/05/25 ) Manual Spoof ()
/59 _
HHESHE Auto Spoof ()
= 79 @ _
[ Send Mode-B ] 78/ 79 =
[ Open j [ Close J Transfer Method Restore Fimware @
79 Unlock = i Set Checksum ()
automatic [V Mode Select
Insert the 79 Unlock Audio CD. ) Fres Flash
Ram Upload @
Play 75 Unlock Restore to Stock
Ham Poke

Found drive E: - CD/DVD. -~
Found drive F: - CD/DVD. <--- Hitachi found
Found drive G: - CD/DVD.

Playing 79Unlcck Audio CD

Pausing 79Unlock Audic CD, after 500mS
Ejecting 79Unleck Audio CD

Setting bit 3 @ Ox5BD

Executing code in Ram

Done!

4 ||

Then, click Restore to Stock
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Flashing Options

Cump Drive
Manual Spoof
Auto Spoof
Fash ixtreme
Restore Fimware @
Set Checksum

Free Flash

Restare to Stock

JungleFlasher will dump the Hacked Firmware from the drive, check key location and compare
to the corresponding Original Firmware in the Firmware Pack

JungleFlasher will take control throughout this.

Found 3 CD/DVD driwves. L

Playing 73Tnlock Audic CD

Pausing 7%Unlock dudio CD, after 750mS

Ejecting 73Umnlock Audic CDr

Setting bit 3 @ OxEBD

Executing code in Bam

Done!

Destoring Stock f/w to Hitachi 0072/0072 by Pam Tpload Method wia WINZZ APT

After it has dumped and compared the firmware, it will flash a test sector. If this flashes ok, it
will report it has passed the Stability Test

It should show as below
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= ™
Restore Firmware P

'0' Flashing stabilty test reports stable.

Do you wish to Continue 7

e )]

|

Click Yes to proceed

Again, JungleFlasher will take control and flash the sectors required

It will then check the checksum and prompt you to fix the Checksum.

r B
Fix Checksum &‘

f (B Master Checksum is still Set, this is normal for a modded drive.
WY However Checksum should be set for a full restore!

Clicking Ok will fix Checksum for you

Check Log for confirmation

Setting Checksum!

Caloulated Checksuwm 0x571738E9
Actual Checksum Oxz00000000
Flashing Sector 3003E000

Read back & compare completed, Write Werified!
Flash Checksun Complete |

PROCEED TO FLASH iX FW
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Spoofing a Hitachi Drive to report as a Different Drive Revision / Version

If you wish to flash a Hitachi Drive using JungleFlasher and change the Drive String ID, you
should follow the procedure of:

1. Restore to Stock if necessary

2. Flash iXtreme to the Drive

IF YOU HAVE FOLLOWED THE FLOWCHART YOU SHOULD BE STARTING HERE!

3. Auto Spoofing OR Manual Spoofing

WARNING - YOU MUST

Flash iXtreme to the drive first before Auto/manual Spoofing

Manual Spoofing

As usual you will need to first get the Drive into Mode-B (v79 unlocked) and assigned a drive
letter (VIA / No Drivers, utilise Portl0)

The drive should, as above, be flashed with iXtreme to start

Open JungleFlasher and proceed to the Hitachi GDR3120L tab

Ensure correct Drive Revision is selected; choose chosen transfer method (Pre78 use Mode
Select or RAM Upload, v78/79 users can only use RAM Upload)

Then, select Manual Spoof radio button, Then press Manual Spoof Button
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FmwareTool 32 | DVDKey32 | MTKFash32 | Htachi GDR3120 |

Port Properties Uss Win APl @ Drive
GeADDD v P [HL-DT-STOVD-ROM GDR3120L0053] -
Use Part 10
Vender: PBDS e Bansion [ Refrash ] [ Query ] [ Remove ] [ LUSmodeB ]
Name: VADE0D38-64530C 2/400
§ Flashing Options Sector List
F/wl Rev: *O e F
' - Dump Drive () Calculated at
46/ 470 :
Reserved: A ' Manual Spoof @ Run Time.....
58 /59 @ i
Auto Spoof ()
[ Send Mode-B | 78/790) ]
Flash iXtreme ()
[ Open l [ Close l Transfer Method Restore: Fimware &)
Classic )
79 Unlock Set Checksum ()
automatic Mode Select (7)
Insert the 79 Unlock Audio CD. ] Free Flash
Ram Upload @)
Play 79 Unlock Manual Spoof
Ram Poke
Flashing Sectox S002E000 -~

Flashing Sector 50033000
Flashing Sectox 50034000
Flashing Sector 50035000
Done !

Write werify test..

Read back & compare completed, Write Verified!
Flash Complete !

You will then be presented with the screen below,

You can alter the drive key by manually typing it/pasting it/loading a saved key.bin

(Key.bin can be saved by loading donor drives firmware in FirmwareTool32 as Source and Clicking Save Drive Key.)

You can Change the OSIG (ID String) by selecting the desired drive from the drop down list,

And IF you have selected a LiteOn drive from OSIG list then you are able to enter the liteon
Barcode details by either:

1. If you have the Inquiry.bin from the Donor Lite-On, you can load it through Load bin
file button and navigating to the file and opening it.

2. If you have the Donor Lite-On Drive to hand, you can manually type the
Alphanumeric code on the top of the Drive like shown below

Page 69 of 142



When you have selected ALL the sections you require to be changed, press the OK Button

Drive Key

Load key bin FEFeD0ORA3C43ACTCDTESF96092E6118E4 Check

Lite-0n Barcode

Load bin file DE0BCGE3390T010FD AOAL Check
05IG:
Current: HL-DT-STDVD-ROM GDR3120L0O0O5S OK I
Spoofed As:
- Cancel

JungleFlasher will then read, compare and carry out a test flash and ask if you wish to
continue! Select YES, Manual spoofing will be carried out!

FimwareTool 32 | DVDKey32 | MTKFash32 | Hiachi GDR3120 |
S s : = z
ource | Inquiry | Identy | Drive Serial | o G
Save Drive
Vendor Model Rev Firmware Type DVD Key @ Key
0sIG: Ooon Source
| Flash Keys l-’_ﬁ-J
[¥] Advanced View ate
Target | Inquiry - Drive '0‘ Flashing stabilty test reports stable. Open Target
- = Do you wish to Continue 7
Manual
Vendor Model Rev Spoofing
Hitachi GDR3120L 0058
0SIG:[HL-DT-STDVD-ROM Save to File

1 Sector Differences Found
Flash Stzbility Test
Flashing Secter 39003F000

Read back & compare, complete, Flashing Stable!
Repairing Test Sector.

Flashing Secter 3003F000

Done !
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The example below is a Hitachi — manually spoofed to show as a Benq!

| FimwareTool 32 | DVDKey 32 | MTKFRash32 | Heach GDR3120 |

Vendor Model Rev Firmware Type DVD Key @ = ""r';' .
0SIG: Open Source
V] Advanced View Spoof Source to Targel . Donate
o2 V- 1 T
Target | inquiry | identfy | Deve Senal Open Torget
Manual
Vendor Model Rev Firmware Type DVDKey @ 4F00 000000000 Spoofing
Hitachi GDR3120L 0059 Xtreme:1.51:v595-12x  FBFEDOAICASACTCDT7E5F96092E6118E4
OSIG:[HL-DT-STDVD-ROM GDR3120L0058]  Spoofed As: [PBDS VADG6038-64930C | Save to File

Repaizring Test Secto:r.
Flashing Sectox 90037000
Done !

Flashing Sector 950032000
Done !

Write verify test..

Read back & compare completed, Write Verified!
Flash Complete !

Power Off — Disconnect drive, connect SATA back to console and test!

Job Done ©

YOU ARE FINISHED — CLICK HERE TO RETURN TO START OF TUTORIAL
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Auto Spoofing a Hitachi

As with all Hitachi Tasks, you must set Mode-B (and unlocked if v79) first, have a drive letter
assigned if using Win API, or, PortlO for VIA / No Drivers.

Ensure Drive is flashed with iXtreme prior to spoofing!

Proceed to the Firmwaretool 32 tab
Click Open Source Firmware button, load the Dumped firmware file from the donor drive.

In this example from a Benq drive!

FimwareTool 32 | DVDKey32 | MTKRash32 | Hitachi GDR3120 |

Source i i i i
| Inquiny I |dentify I Drrive Sena|| User Guide
CABEMG-OFW bin _
Save Drive
Vendor Model Rewv Firmwware Type VD Key @& AD30 Key
Beng VADED3E  64530C  Stock ABSED16ATEFA0CEFSEDTRCEIFBEZCE0A
} Cpen Source
05IG:[PEDS WVADGO3S-64930C ] Fimware
Advanced View Spoof Source to Target Donate
Target - - y - Cpen Target
arg | Inquiry | |dertify | Drive Seral Frmware
Manual
Vendor Model Rewv Firmwware Type VD Key @& Spoafing
0sIG: Save to File

Loading firmware file C:WBENQ-OFW.bBin

MDS hash: 73ftbac5l3edef425f0chbo3beeadZb?h
Inguiry string found

Identify string found

Drive key @ OxR030 ABSEBD1GATBF40CEFSEO1&CB3FBEZCBOL
Firmware Osig: [PBDS VADE038-64930C 1
Firmware is: Stock

fum ]

1
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Now select the Hitachi GDR3120 tab, select the Auto Spoof radio button. Then press Auto
Spoof button

| FimwareTool 32 | DVDKey32 | MTKRash32 || Htachi GDR3120 ||

o ppnon Use Win API © D
(cA000 - P\ [HL-DT-STOVD-ROM GDR3120L0059] v
Use Podt 10
Vendor: HL-DT-ST Drive Revision [WJ [ Query J[RemveJ[USmdeB]
Name: DVD-ROM GDR3120L 32/405
% ¢ Flashing Options Sector List
FAW Rev:. 0058 < =
i 467476 Dump Drtve Calculated at
&
Reserved: OBMAB 08201724 - Manual Spoof Run time.....
53/59 @ ,
Auto Spoof @
| Send ModeB | 78/790 = -
| Open |[ Gose | Transfer Method Restors Frimias ©
Classic
79 Unlock Set Checksum ()
automatic (V] Mode Select
Insest the 79 Unlock Audio CD. g Free Flash
Ram Upload @
Py S futo Spock
Flash Complete ! -

Loading firmwaze file C:\Usezs\Andy\Downlcads\64930c\BENQ-OFW.bin
MDS hash: dSEbEef7d4Z85b4623ac02c09504b4E9

Inquizy string found

Identify strxing found

Drive key @ OxE030 FBFEDOASC4SACTCDTE5F960922611824

Firmware Osig: (PBDS VADE038-64530C }

Firmware is: Stock

Jungleflasher will then test flash a sector for stability check and ask for confirmation to
proceed! Select YES!

" Flash ID Strings

. @) Flashing stabilty test reports stable.

Do you wish to Continue ?
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Jungleflasher will then proceed to read, compare and write to drive — Firmwaretool 32 tab will
automatically open to show you the source (the drives previous firmware) and the target (the
Firmware that is now on your drive — including the spoof information)

| FemwareTool 32 | DVDKey 32 | MTKRash 22| Heach GDR3120 |

Source | inqusy | identy | Dive Senal| User Guide
CABENQ-OFW bin ‘
Vendor Model  Rev  Firmware Type DVDKey @ AQ30 L Key |
Beng VAD6038 64330C Stock AB58D16A78F40CEFSEQ16CEIFSE2CE0A

Open Source
OSIG:(PBDS VAD6038-64330C | Fimware

ViAdvanced View [ Spoot Source to Target ] Donate.

‘ [ | Open T

Torget | inquty | Kdertéy | Dive Sera B e

Manual ‘

Vendoe Model  Rev Firmware Type DVDKey @ 4F00  (0x00000000 Spodfing |
Hitacht GDR3120L 0059 ireme:1 51:v59S-12x  FEFEDOASCA9ACTCD765F96092E6118E4 )
OSIG:[HL-DT-STDVD-ROM GDR3120L0053]  Spocfed As: [PBDS VAD6038-64930C | Saveto Fie |

Repairing Test Sector. -

Flashing Sectox 50037000

Done !

Flashing Sector 5003D000

Dcne !

Write verify test..

DuNping FI8BH: e cvasenavsosovavsosovapseeessenss

Read back & compare completed, Write Verified!

Fiash Cozplecze !

Power Off — Disconnect drive, connect SATA back to console and test!

Finished! ©

YOU ARE FINISHED — CLICK HERE TO RETURN TO START OF TUTORIAL
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Lite-On PLDS DG-16D2S(-09C)

Firmware versions 74850C , 83850C, 83850C v2, 93450C

Overview

With the release of the 83850C firmware , LiteOn drives required two totally different methods.
With the release of the 83850C v2 and the 93450C there was no known way to extract the key.
However there is now a method to dump the whole FW from any of these LiteOn drives! (which
is the ONLY method to get the key from the 83850C v2 & the 93450C) Although MRA method
works on all (current) LiteOn's - DVDKey32 / LO83Info will always remain the simpler method to
obtain info from earlier drives.

The 74850C requires additional hardware (it requires the utilization of a RS232 to TTL serial
hardware, or a popular variant such as Maximus USBXtractor & powerunit or Connectivity Kit
v3 (optional probe) or Maximus Xtractor (with optional spear) to obtain the drive specific data
(key/inquiry/identify/Serial) which once extracted are used to create the dummy.bin

Whereas the 83850C v1 does NOT require additional hardware and can be dumped/flashed
using only a SATA connection

The key/inquiry/identify/serial files are merged into a dummy.bin (this allows for easy
manipulation of the drive info for placing into the iXtreme firmware). They contain information
that is required for proper identification and security related issues.

The 83850C v2 was quickly released to combat key retrieval by the earlier methods so key
retrieval using 83850C v1 or original method was no longer an option! This change occurred
around July/Aug 09 drive manufacture dates. There is no outward difference between the
83850C v1 and the 83850C v2 — the only way to discover which you have is to try the 83850C v1
method! If successful you have the version 1 — IF NOT JungleFlasher will tell you, you have an
83850C v2 and Lo83 function is ONLY for v1.

The 93450C quickly followed — Once again key retrieval was not an option with simple sata
commands or probe used for 74850C
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Now available, is a method to dump the whole firmware from ALL current LiteOn Drives — The
MRA Hack method is a little more complex than previous methods and requires some soldering
skills and cutting and reconnection of traces on the PCB!

WITH THIS IN MIND - IT SHOULD ONLY BE ATTEMPTED BY
SOMEONE WITH SOME PREVIOUS SKILL OF WORKING WITH
ELECTRONICS

It is recommended to use the original (Simpler) methods for the 74850C and the 83850C v1.
The FULL firmware dump can be performed on these drives — BUT it is a lot easier and less likely
to go wrong if using the earlier methods described in this tutorial.

YOU HAVE BEEN WARNED!
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83850C V2 or 93450C
(pre-flashed with ix1.61- CLICK HERE
STOCK Firmware OR iXLT - CLICK HERE
(additional skills and some
modification req’d)

v

[ Stock Firmware?

N\

Ny

i

Previously obtained
LiteOn files, but don’t
have Dummy.bin
CLICK HERE

—

-— -

N\

N\

continue down \
chart - else / l
4
See Note 1 e I
\\ f’ 4 \\
S~ L__---" t Yes
N 7’

—
/ N\

83850C Not dumping? Could
be V2 ?

FOLLOW LINK ABOVE!

1. If your Drive has been previously flashed with iXtreme LT — then you will no longer be
able to use 74850C or 83850C v1 or ‘Dummy-from-iXtreme’ methods to retrieve
Dummy.bin! A full dump can still be performed using MRA method CLICK HERE
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LiteOn “HALF TRAY OPEN” method!

To obtain the key and other drive specific info from LiteOn drives the user must be familiar with
the correct method to set “Half Tray Open” — this is especially important when doing 83850C
fw’d drives as the drive must be set into this position twice during the extract!

Using xbox360 to power the drive

If using a 360 to power the drive this method can be tricky to accomplish.

You need to power on the drive with Eject status closed but Tray Half Open — To do this using
an Xbox 360 as Power source, eject the DVD drive, then, press eject to ‘close’ the tray. Now this
is the important part — you MUST remove the DVD power plug (the black cable with white
plug on back of DVD-ROM) from the DVD Drive BEFORE it closes fully.

Wait for a few seconds and replace the power plug into the DVD drive taking extreme caution
to plug the plug the right way around — once done, the drive is now powered, console thinks its
closed but it is in fact half open.

Using a Connectivity Kit / Xtractor / power dongle to power the drive

For this method, we still need to power on the drive with the “half open tray”.

You need to power on the drive with Eject status closed but Tray Half Open — To do this using a
connectivity kit/power unit/Xtractor as Power source, eject the DVD drive, then, press eject to
‘close’ the tray. Now this is the important part — you MUST switch off the kit BEFORE it closes

fully.

Wait for a few seconds and switch the connect kit on again — drive is now at “half open tray”

(NOTE- if using Maximus power unit — you must hold in the eject switch till fully open then
release to close — as it closes switch off, then switch back on!)

Manually

The easiest way to do this is to use manual eject before powering the drive, to manual eject
simply push this slider along until the tray is released.
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Then, pull the tray out fully and push half way back in. Now, hook it up to the PC using
Connectivity Kit and SATA then power on. (If powering with Xbox —then DVD power plug must
be removed before this process, with Xbox powered on — then power plug connected after tray

position is set!)

Now, with the eject status set, Open JungleFlasher

RETURN TO FLOWCHART AND CONTINUE — CLICK HERE
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If you have LiteOn files from previous extractions/methods

Jungleflasher — maintains backwards compatibility with files that have been extracted from
earlier methods!

A FRESH extraction is recommended where possible — but the option remains

available
For 74850C Files (Key.bin/Inquiry.bin/Identify.bin) — Read On!

For 83850C File (unique.bin.key) — Click Here!

For 74850C firmware files (Key.bin/Inquiry.bin/Identify.bin) simply go to DVDKey32 tab,

FanwareTool 32 | DVDKey 32 || MTKFiash 32 || Htachi GDR3120 |

WO Port yalels

And press the DummyGen button — this will allow you to load each file into Jungleflasher which
then creates a Dummy.bin and loads it as source. Ready for spoofing to target file and then to
proceed onwards to erasing and writing!

Drive Key
Key
Status:
[ DVDKey2 [ Logano
{ DummyGen | Impon 83 keyfie

CLICK TO PROCEED TO FIRMWARE MANIPULATION

Page 80 of 142




For 83850C v1 firmware files (unique.bin.key)

Go to DVDKey32 tab

FanwareTool 32 | DVDKey 32 || MTKFash 32 || Htachi GDR3120 |

O Port yalels

Then press the Import83.key button

Drive Key
Key
Status
DVDKey32 [ Lo8anfo
| DunmGen  |1|  Impod 83 keyfie
Dumey from (Xireme

this will allow you to load the file into Jungleflasher which then creates a Dummy.bin and loads
it as source. Ready for spoofing to target file and then to proceed onwards to erasing and
writing!

CLICK TO PROCEED TO FIRMWARE MANIPULATION
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Obtaining Key/Inquiry/ldentify and Dummy.bin from iXtreme flashed
Lite-On Drives (DOES NOT WORK ON iXtreme LT)

LiteOn drives of either FW version that have already been flashed with iXtreme can be easily
dumped using only SATA connection (no requirement for probe or TTL convertor) this is a
function of the iXtreme firmware NOT a workaround for dumping stock drives!

For this method, we still need to power on the drive with the “half open tray”.

FOR INSTRUCTIONS ON HALF OPEN TRAY — CLICK HERE

Now, with the eject status set, Open JungleFlasher, you will be presented with the Welcome
Screen. After a few seconds the main window will load.

Now, click the DVDKey32 Tab

Fimmware Tool 32 | DVDKey 32 || MTKFash 32 || Htachi GDR3120

/O Port pchvate 150

Select Correct 1/0 port (check for drive properties in the Drive Properties section) it should
report as PLDS DG-16D2S (unless spoofed), you can choose to dump dummy.bin only as
opposed to all 5 files (Key, Inquiry, Identify, Serial and dummy.bin) as dummy.bin contains all
the information of the other 4 files.

Page 82 of 142



| FimwereTooi32 | OVDKey32 | MTKRssh32 | Htachi GDR3120 |

VO Port VIA posts Only r'.i Com Port USB Rractor Switch
xE800 v include non{DE Ports v Dummy bin Only (V]
Port Propeties Com Port Propesties
VO Address: OxEB00 Port:
Type: SATA Type: USB
Channel: Primary Name:
Postion: Master Status:  Not available
Device: VIAVTE421 RAID Controller Do
Key:
Status
PLDS
DG-16025 | OvDKey2 | | LO83nfo |
0CAQA20609CGS2191300 [ ]
Dummy from iXreme

Then, simply click Dummy from iXtreme.

[ DVDKey32 | | LO8Tirfo |

[ DummyGen | [ impot 83 keyfie |

[ Dummy from iXtreme ]

Save as prompted,

S SIS H
File name: Dummy.bin -~
Save as type: | Firmware Images (*.bin) v]
“ Hide Folders [ Save ] [ Cancel ]
=l

CONTINUE WITH FIRMWARE SPOOF — CLICK HERE
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Extracting Key and drive info from 74850C LiteOn

You need to power on the drive with Eject status closed but “Tray Half Open” —

FOR INSTRUCTIONS ON HALF OPEN TRAY — CLICK HERE

With the correct tray status

Open JungleFlasher, you will be presented with the Welcome Screen.

JungleFlasher0.1.69b &

For Support join #JungleFlasher on EFnet

As you are using DVDKey 32 to obtain data, select DVDKey32 Tab

FimwareTool 32 | DVDKey 32 | MTKFash 32 || Htachi GDR3120

1O Port activate iso

Check Drive Properties for PLDS DG-16D2S.

Select Correct 1/0 port (check for drive properties in the Drive Properties section) and COM
port, then insert probe / spear into R707 via, optionally, choose to dump dummy.bin only
(shown in green)as opposed to all 5 files (Key, Inquiry, Identify, Serial and dummy.bin). USB
Xtractor user should enable USB Xtractor Switch check box (shown in blue)
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| FmwareTool32 | DVDKey32 | MTKFash32 | Hetachi GDR3120 |

VO Port VIA pods Oriy (7] Somtod Lus8 drector Sutch v |
o€800 v [L.)| inchudenoniDE Pors [ Com3 - [ | CoanseoadT]

Port Properties Com Port Properties

VO Address: OxES00 Port:  COM3

Type: SATA Type:  USB Xiractor

Channel: Primary Name: USB Serial Port

Postion: Master Status: Ready

Device: VIA VTE421 RAID Controller Drive Key

Key:

Drive Properties Status:

Vendor: PLDS

Neme:  DG-16025 | DVDKe3 | [ o83 |
FMWRev: 7485 [ DunmGen | [ impot83 keyfie |
Reserved:  OCADA2DS09CGS2181600

Found 10 I/0 Pozts. -

Found 1 Com Pozts.
Found 13 windows dzives C: D: E: F: G: H: I: J: K: L: M: N: O:
Found 3 CD/DVD drives F: G: O:

Via Caxd with status (Code 35), Hitachi Port IO enabled!

USB Xtractor Found on COM3
USB Xtractor switch enabled
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Good status on Probe / Spear / USBXtractor has LED showing.

USBXtractor Users can press the button on probe to start DVDKey32

extraction process

Other Users press DVDKey32 button.
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0 Port VIA ports Only Com Port USE Xractor Switch
(E00 - E] Include non-IDE Ports COM3 hd E] Dummy bin COnly [~
Port Properties Com Port Properties

"0 Address: OxEB00 Port: com3

Type: SATA Type:  UUSB Xiractor

Channel: Primary Name: USE Serial Port

Postion: Master Status:  Feady

Device: WIAWTE421 RAID Controller Drive Key

Key:

Drive Properties Status:

Wendor: PLDS

Name: DG-16D25 DVDKey32 [ LO83info ]

Fiw Rev: 7485 l DummyGen l [ Import 83 key file ]

Reserved:  0CADAZDG0SCGS2181600 ’ ]

Durmrmy from iXtreme

FimwareTool 32 | DVDKey32 | MTKFash32 | Hitachi GDR3120

Found 10 I/0 Ports.
Found 1 Com Ports.
Found 13 windows driwes C: D: E: F: &: H: I: J: EK: L: M: N: O:
Found 3 CD/OVD driwves F: G- O

Via Card with status (Code 3%), Hitachi Port I0 enabled!
Found 1 Com Ports.

USE Xtractor Found on COM3
USE Xtractor switch enabled

m

Providing serial connection was good, DVDKey 32 will dump the key 6 times and compare each

dump —

Serial
Serial
Serial
Serial
Serial
Serial

USE Xtractor awitch enabled -
USE Xtractor switch Detected, Sending DVDEey 32
Sending DVDEey regquest to IS0 port OxEB00 and COM& —

Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878
Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878
Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878
Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878
Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878
Data loocks ok, key returned: FE&853D544ZFCFBEBT7S474C101147878

then prompt you to save key.bin, inquiry.bin, identify.bin, serial.bin (unless you have selected

dummy.bin only box) and dummy.bin.
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Of course, should you have enabled the ‘Dummy.bin Only’ option you will only be prompted
to save Dummy.bin.

P Sovm As - ARE e e

@Qv ). « DATA D:) » Original_Firmwares v |6y || Seurch »
B T S —— e ——————

A Name Date modified Type Sae »
o No items match your search,
l- Uocoments
More »

Folders v
b JUNGLEFLASHER
) Jungleflasher 0.1 51 Bets
). odd files *'
4. older tuts |
J. Onginal_Femywares
b Xbox Zip Fles
§ COM 204,16 WHQL Certifee
L porticd2 14.2ip
SLOND BW Diave (£1) = "
File pame  Dummy bin -
Sove 22 fype {FIMRIR\IQB('-M'U '.l

= Hide Folders Save l{ Coxel

Although extracting the key 6 times increases the chances of correct
key being obtained and checks are carried out on validity — There is
only one way to know for sure the key is GOOD.

You should, where possible, spoof the data into a different drive and
test to see it works BEFORE erasing the Lite-On Drive.

There is no harm in running DVDKey 32 multiple times, increasing the
number of key extractions.
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Firmware Manipulation

JungleFlasher will then prompt you asking if you would like to auto-load iXtreme for Lite-On
Drives. You must have installed the JungleFlasher Firmware Pack into the same directory as
JungleFlasher.exe if you wish to benefit from this feature.

Loading Source &J

Lite-On firmware loaded to Source buffer!
Do you wish to auto-load Lite-On iXtreme ?

[ Yes

—
—
1=
o
—

Click Yes to auto load iXtreme (from the firmware pack) for Lite-On into the Target Buffer,
JungleFlasher will also load your previously dumped Dummy.bin as Source Firmware. Then,
copy data from source to target automatically.

Just verify Source data reports as it should, DVDKey 32 Extract with OSIG of PLDS DG-16D2S
with the same key you dumped (check log for reference).

Now, verify unique Source Data matches that in Target Buffer and click save to file if you wish

to backup your Hacked firmware.

NOTE — IF (by some bizarre reason!) you load an 83850C V2 dummy
into source then Jungleflasher will assume it to be 83850C V1 (as

dummy is only “Usually” acquired from 83850C V1 — as opposed to a

full OFW dump from a 83850C V2) — IF this happens — select “NO” to
the autoload question and manually load and spoof the correct 83850C

V2 firmware!
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mwarefool 37 Y DVDKey32 | MTKFash32 | Hiachi GDR3120
OUMCe | Inquiry I |dertify I Drive Sena|| User Guide
Save Drive
Vendor Model Rev  Firmware Type DVD Key @  (eAD30
Lite-On DG-16D25 74850 DVDKey32 extract IFEBS&EDWQFCFEBE?B-I?-#CWH-#?B?B I
) Open Source
05IG: PLDS DG-16D25 7486 Fimware
[¥] Advanced Vie Sooof §
[ _ wc( Check The Key has be
. 7 Open Target
ck The OSIG/models info m from source to target Fimmware
D:%JFBeta. 0. TN\@50S) fimware\ix 164iteon bin
Manual
Vendor Model Rev  Firmware Type DVD Key @ nia Spoofing
Lite-On DG-16025 74850 iXtreme v1.60-12¢- IFEEB&EDWZFCFBEB?S-I?-#C‘IG114?B?B I
FINAL-DG-16025
05IG: PLDS DG-16D25 7485 Save to File
/ :
I . At this stage, use
Iil;enu:!.ne Lite-On iXtreme 1.8 I this to save your
nquiry area found
Current DVD key is 55ARSSAASSRRSSARSSAASSARSSRRASSAR hacked FW
Firmware is a Lite-0On encrypted iMtreme 05IG: BLDS DE-1&D25 ?\\
Firmware type is: iMtreme vwl.€0-1Z2E-FINAL-DE-1€DZS5
VD Eey copied to target
Inquiry string copied from Source to Target
Identify string copied from Source to Target .
Serial strings copied from Source to Target |_|
Eey database updated o

(Please note the picture above is an example only! If you have a different firmware versioned
drive then obviously you will have different numbers appearing — The important part is that Key
and OSIG matches!)
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The Next step is to ERASE the drive, its vitally important you

only do this once you KNOW vyou are ready and have read the

tutorial, in full, to understand the risks.

IMPORTANT !

Sending the erase command to the Lite-On using VIA Card with drivers installed

poses the potential risk of the system locking up due to the VIA chipset polling

Please CLICK HERE and follow instructions to remove Card Drivers if you have

not done so already.

You should, where possible spoof the data into a different drive and
test to see it works BEFORE erasing the Lite-On Drive.

Spoofing Hitachi — Click Here!

Spoofing other drives - Click Here!

NOTE- You CANNOT SPOOF a LiteOn Drive with LT

Firmware as a DIFFERENT DRIVE

There is no harm in Dumping the key/info multiple times, increasing
the number of key extractions.
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Erasing a Lite-On PLDS DG-16D2S.

PLEASE READ THE WARNINGS ABOVE.

Once you erase the drive, there is NO GOING BACK.

Click the MTKFlash 32 Tab.

| FmwaceTool32 | DVDKey32| MTKFash32 | Heachi GDR3120 |

Verify 1/0 Port is correct(for your setup!) and click Lite-On Erase.

| FimwareTool 32 | DVDKey 32 || MTKFissh 32 ||_fitach GDR3IZ0 |

1O Port - ctivateisg
VIA ports 4
— Ocly 360 Tocls
E0 v [.u]  nciude nonDE Ports
o Benq Sammy
Podt P i [wnHle“’O“E"”‘
IO Address: 0xES00 ‘
Type SATA Flash Chip Properties

JungleFlasher will warn of the importance of having a verified Good Drive Key.

Please Note, the only way to know 100% that a key is good, is to flash a different drive and

test BEFORE sending erase command.

r T
Lite-On-Erase &l

{ | Are you 100% sure you have the Correct Drive Key

= This Command will Completely Erase your Drive f/w!

Do you Wish to Proceed ?

Click Yes if you wish to Proceed.

JungleFlasher will present you with another warning.
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-
Lite-On-Erase @J

|‘@1 When Erase is complete, Vendor Intro will be sent.
" Power drive Off then On in quick succession, Once!
Drive should return Status 0x72 and a good Device ID.

Do you Wish to Proceed ?

= ) [

Read this carefully, in most cases JungleFlasher wil return a Running Log similar to this: We
have had 0xDO0 / 0x80 / 0xF2 / 0xD1 and all worked fine.

After pressing yes and during the sequence of dots shown below, switch drive Power Off then
On - ONCE.

SZending Lite—-0n-Erase regquest to port O0xCFOO
Driwve returned Status 0xF:Z

Hopefully you will see good Flash Chip Properties and Status 0x72 (2 known SPi Chips for Lite-
On’s, Winbond and MXIC) MXIC Shown, drive will appear in Vendor Mode under Drive
Properties.
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O Port
(xES00

VIA ports Only (/]

v [a)  inchude rondDE Pots
Pott Properties

VO Address: 0xES00

Type: SATA
Channel:
Postion:
Device:

Primary
Master
VIA V76421 RAID Controller

Drive Properties
Vendor: Drive in Vendor Mode!

F/W Rev:

360 Tools

Beng
UnLock

L2e-On Erase

Flash Chp Properties
Vendor ID:  (xC2
Device ID:  Ox11
MXIC(MX25L2005)
Size: 262144 bytes
Senial flash with status 0x72

Name:

Type:

Fashing Tasks
| ito/DeviceiD | | Outo/ATAReset |

| Read | [ Eme | [ Wme |

Prive returned Status 0x0

Serial flash found with Status 0x72
Sending Vendor Outzo to port 0xES800
Manufacturer ID: OxC2

Device ID: Oxil

Flash Name: MXIC{MXZ25L2005)

Flash Size: 262144 bytes |_j
Drive is now in Vendor Mode (0x72).
Click the Write button to write Target Buffer to the drive.
Drive Propedies Type: Serial flash with status 0x72

Vendor: Drive in Vendor Mode!

Name: Rashing Tasks
| intro/Device D | | Ouro/ATAReset |

F/W Rev:

Reserved | Read | | Emse ||| wWime |
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///;;epmwmu ﬂ\\\\
Vendor PLDS

Name: DG-16D2S
F/W Rev 8385

Reserved:  OCADA2D609CGS2191300

Different properties when
flashing an 83850C, for

example

Write Verified OK! in Running Log signals good write.
Now send an Outro to the drive.

Done by pressing the Outro / ATA Reset Button

K VIAVTE421 RAID Controller Name:
Size:
Drive Properties Type:
endor: PLDS
Name: DG-16025 Flashing Tasks
| into/Device 1D | || Outro / ATA Reset I
Flwf Rev: 7485 1
Reserved:  OCADAIDBOBCGE4391400 [ Read ] [ Erase ] [ Write ]

Flash Verification Test !
Reading Bank 0:
Reading Bank 1:
Reading Bank Z:
Reading Bank 3:
Hrite werified OF !

Sending Vendor Outro to port OxEB00

-

h

This will release a drive from Vendor Mode and send ATA Reset to the Drive. It then sends an

inquiry command to the drive.

This will save you power cycling the drive and then changing port away and change it back
again, with the click of a button, the drive will ‘reset’ itself and JungleFlasher will send an
inquiry command to the drive. If successfully flashed the drive should Inquire correctly and

Power Off — Disconnect SATA from PC, connect SATA back to console and test!

display drive properties.

ADDITIONAL INFO — IF YOU HAVE BEEN FOLLOWING PROCEDURE TO DUMP
ORIGINAL LITEON FIRMWARE - REMEMBER YOU MUST REMOVE YOUR ADDED
WIRING AND RECONNECT ANY cUT TRACES! BEFORERESTING

COMPLETE — CLICK HERE TO RETURN TO START OF TUTORIAL
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LiteOn “83850c v1” Extraction

How to obtain the unique data from your PLDS DG-16D2S 83850c v1 drive and
create a Dummy.bin.

The 83850C v1 Firmware drives DO NOT require the additional
Hardware that the 74850C Firmware drives do —

83850C v1 drive’s information is extracted through SATA!

Obtaining Dummy.bin

Please Note: Dummy.bin is not Original firmware, it is [FAKE] firmware based on
the structure of an Original firmware file, and this makes everything easier to
work with.

Connect your 83850c to your PC via S-ATA

Power on and run JungleFlasher v0.1.69b or above

JungleFlasher0.1.69b &

For Support join #JungleFlasher on EFnet
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Select DVDKey32 Tab

| FrmwaceTool 32 | DVDKey 32 || MTKRash32 | Htachi GDR3120 |
VO Port VIA ports Only (V] Com Port USB Mractor Switch [V
xES00 v Inciude non-IDE Ports [V] v Dummy bin Only (V]
Port Properties Com Port Propesties
WO Address: OxES00 Port:
Type: SATA Type: USB
Channel: Primary Name:
Postion; Master Status;  Not available
Device: VIAVTE421 RAID Controller Drive Key
Key:
Drive Properties Status:
Vendor: PLDS
Name: DG-16D2S [ DVDKey32 ] | LO83nfo |
FWRev. 8385 [ DummyGen ] { Import 83 key file ]
Reserved:  OCADAZD609CGS2191300
This is a 32 bit process running on 4 x 32 bit CPUs R
portio32.sys Driver Installed
poxtio32.sys Driver Started, thanks Schtrom !
Found 11 I/0 Pozts. —
Found 1 Com Pozts. ‘
Found 10 windows dzives C: D: E: F: G: H: I: J: K: L:

Found 3 CD/DVD drives E: J: L: ‘5

Check to see the 83850c Inquires on the port.
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Select LO83info

[ DVDKey32 ] [ LO83info ]

[ DummyGen ] [ Import 83 key file l

[ Dummy from iXtreme l

If you see this message:

a4 n N
LO83info =]

|" P ) Drive responds as Lite-On 83 version 2

o, LO83info is only for Lite-On 83 version 1

| —

You have a 83850C v2 so CLICK HERE TO PROCEED

IF NOT then you have the 83850C v1 and should see THIS!

LO83info CX0

IOI Power on drive with tray half open.

Here you must set the tray to ‘Half Open (but half closed status)’,

FOR INSTRUCTIONS ON HALF OPEN TRAY — CLICK HERE
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Please ensure you have the drive fresh / power cycled after setting Half Open
Tray, this is essential. Then, click OK

JungleFlasher will then send the LO83info command to the drive; you will see the

Within a few seconds, you will also be prompted with an instruction from

following in the Running Log

Sending LO23info reguest to I/0 port OxCFOO

JungleFlasher to set the drive to full Open Tray status

i
LO83info oo

IOI Move drive tray to the full open position.

| ok |

DO NOT POWER CYCLE THE DRIVE AT THIS STAGE; DOING SO WILL
RESULT IN A BAD/FAILED DUMP!!!!

Eject the drive (so it is fully open) OR manually move the tray fully open by hand!
Once tray is fully ejected, click OK

If the dump appears to JungleFlasher that it was valid, JungleFlasher will prompt
you to power on with half open tray again.
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LO83info (o]

IOI Power on drive with tray half open.

As with the original command, please ensure the drive is fresh / power cycled as
part of setting “tray half open” , before continuing

Once this is set, click OK

JungleFlasher will then ask you to set full open tray again

[ L083info ||

1:0'] Move drive tray to the full open position.

-

Move the tray to the fully ejected position as before and click OK

Jungleflasher will now prompt you to save!

File name: | w | I Save ]
Save a3 bype: | Firmware Images [*.bin] W | [ Cancel ]
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Save this file.

Note: | only save dummy.bin as | have dummy.bin only enabled in the DVDKey32 Tab, JungleFlasher
*may* prompt you to save Inquiry.bin and Identify.bin if this isnt enabled.

Once saved, JungleFlasher will load Dummy.bin as Source Firmware in FirmwareTool32 and
prompt you to auto load iXtreme (from the firmware pack)

Loading Source I\-é_E'J

~ '| Lite-On firmware loaded to Source buffer!

' Do you wish to auto-load Lite-On iXtreme ?

If you have selected YES, target firmware will be loaded and automatically spoofed

Check the keys match and the OSIG/model info is the same!
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FimwareTool 32 | DVDKey32 | MTKRash32 | HtachiGDR3120 |
Linquiy [ identéy | 1 e Gae
Save Drive
Vendor Model Rev | Firmware Type Key
Lite-On DG-16D2S 83850 § LO83info Extract 61DBCES29783A349FAF1334FFAB118A2
3 Open Source
0SIG; PLDS DG-16D2S 5
Check The Key ha
om source to target Open Target
Frmware
D:\JFBeta 0.1.00505) fimware \ix16-ite0n838 bin —_
Manual
Vendor Model Rev | Firmware Type Emmu Spoofing
Lite-On DG-16D2S 83850 jiXtreme v1.60-12X- 6108C6929789A349FAFI334FFA8118A2J
FINAL-DG-16D2S
0SIG; PLDS DG-1602S | 8385 ’ Save to File
nquiry area found -

irmware is a Lite-On encrypted iXtreme OSIG: PLDS DG~16D28 8385
irmwaze Type is: iXtreme v1.60-12X-FINAL-DG-16D2S
Key copied to tazget
nquizy stzing copied from Socurce to Tazget
dentify string copied frxom Source te Tazget
erial strings ccpied from Source to Tazget
ey database updated |

=

o

Then if you wish you can click Save to File button to save a copy of your hacked
Firmware.

CLICK HERE TO CONTINUE TO ERASE/WRITE SECTION
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Dumping OFW from LiteOn (required for 83850C v2 & 93450C or ANY Liteon
with iXtreme LT firmware)

The MRA Hack
Can be used on ALL current LiteOn Drives

Soldering/Electronics skills are required for this modification — It Should NOT be
attempted by people without such skills!

Basic wiring guide for the drives PCB

A 22 Ohm resistor is required and a switch such as dpdt (double pole, double
throw) -using one side only

ATA EOZo

)
) 4
00 ¢
X

.
-

.
@ »]
o
o
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Pic1

¢NOD

s ‘0ol CEENELDP
RENERENERE
-

Pic 2

The 2 trace locations in yellow must be cut !

With Jungleflasher running, have the switch so it connects 3.3v line to middle
cable showing in picture 1 (switch selected OFF).

Connect drive to sata and power drive, select MTK tab
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Refresh, drive properties — so drive shows up

FimwareTool 32 | DVDKey 32 || MTKFlash 32 [ reachi GDR3120 |

== 360 Tools
xES00 v [j inchude non-IDE Ports
Beng Sammy
Port Properties l UnLock ’ ‘ UnLock l “‘0“5‘”]
1O Address; OxES00
Type SATA Aash Chip Properties
Channel Primary Vendor ID:
Postion: Master Device ID:
Device VIAVTE421 RAID Controller Name
Size:
Drive Properties Type:
Vendor: PLDS
Name: DG-1602S Flashing Tasks
| iwro/Deviceld | | Ouro/ATAResat |
F/W Rev: 7485
Reserved:  OCAOA2DBOSCG92181600 [ Read | [ Emse | [ wme |

Turn power off to the drive
Operate switch you added! to connect to 22 ohm resistor side (On)
Press intro/ Device ID button

Rashing Tasks
| itro/Device D || | Outro/ATAReset |

[ Resd | [ Emse | [ Wne |

The following will appear! Press Yes button
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-
MTK Vendor Intro failed (—

[ "~ N If you wish to resend the command you should click Yes.
€' Power off the drive and then back on (within 1 second).

Press Escape to cancel.

Then power on drive! After 2 seconds, operate the added switch again (Off in pic
1) to 3v3 side.

IF this produces a screen showing BAD FLASH PROPERTIES (shown below)

FimwareTool 32 | DVDKey32 | MTKFash32 | Hiachi GDR3120

i) et VIA ports Only (V] o Tod activate.iso
ools
OxE800 X [Z] Include non-IDE Ports
Beng Sammy -
Port Properties ‘ UnLock l ‘ UnLock ] ‘ fheOf biass \
/O Address:
Type: Flash Chip Properties
Channel: Vendor ID:  OxFF
Postion: Device ID: OxFF
Device: Name: Unknown type
Size: n'a
Drive Properties Type: Serial flash with status 0x72
Vendor: Drive in Vendor Mode!
Name: Flashing Tasks
| Intro/DevicelD | | Outro/ATAReset |
FAuf Rev:
Reserved: [ Read ] [ Erase ] [ Write ]
Re-sending Vendor Intro: -

Serizl flash found with Status 0x72

Sending Device ID request to port

Manufacturer ID: OxFF L
Device ID: OxFF ’
Flash Name: Unknown type

Flash Size: n/a |
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then press Intro/Device ID button again — DO NOT POWER CYCLE!

Rashing Tasks

[ ito/Devceid | | Our/ATAReset |

| Read

| [ G | [ e |

If everything has been done correctly — you should be faced with this!

| FemworeTool 32 | DVDKey32 | MTKPash32 | fitachi GDR3120 |
1O Port VIA podts Oriy 7] Echvzieisg
- 360 Tools
OxESDD - D include non-DE Ports
Beng Sammy
Port Properies UnLock UnLock } l”“o“ E“"J
VO Address: OxEE00
Type: SATA Rash Chip Properties
Channel Primary Vendor ID:  OxC2
Postion: Master Device ID:  Ox11
Device: VIAVTE421 RAID Controlfler Name: MXIC(MX25L2005)
Size: 262144 bytes
Drive Properties Type: Serial flash with status 0x72
Vendor: Drive in Vendor Mode!
Fashing Tasks
| to/Deviceld | | Ouroy/
FM Rev: /
|
Hesarved: [cBodn] [l i popates
Vendor ID:  OxEF
Device ID:  Ox11
P Nae Winbond NEX(W25P20/NC5P20)
Drive returned Status Ox0
..... Size: 262144 bytes
Serial flash found with Status 0x72 Type: Serial flash with status 0x72

Sending Vendor Cutzo to port Ox=800
Manufacturer ID: O0xC2

Device ID: Oxi1l

Flash Name: MXIC(MXZ5L2005)

Flash Size: 282144 bytes

Now press the Read button

Could look like this if it’s
Winbond instead of MXIC
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itro / Device D | | Ouro/ATAReset |

Read || [ Emse | [ Wae |

Jungleflasher will now Dump your Original LiteOn Firmware,

When prompted to SAVE — it is advised you do so!

The dumped firmware will now automatically be loaded into source in

firmwaretool 32 tab.

FimwareTool 32 | DVDKey32 | MTKFash32 | Hitachi GDR3120 |

Source | Inquiry I Idertify | Drive Seria||

Vendor Model Rev Firmyware Type DVD Key @ nia
Lite-On DG-16025 74850C  74850C Stock FEGE5305442FCFBEE 34 740101147878

0SIG:[PLDS DG-16D25 7435

ser Guide

Save Drive

Open Source
Firmware

Advanced View Spoof Source to Tanget Donate

Target | Inquiny | [dertify I Drive Seral

Vendor Maodel Rew Firmware Type VD Key =

0s5IG:

Open Target
Firmware

i E

Manual
Spocfing

Save to File

Which will be followed with a request if you wish to auto load iXtreme
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Loading Source e — @
E— = ey
Lite-On firmware loaded to Source buffer!
Do you wish to auto-load Lite-On iXtreme 7
|
Yes [ No ]
Select Yes
FimwareTool 322 | DVDKey32 | MTKFash 32 | Hiachi GDR3120 |
E sadial | .
Source | inquiry | Identfy | Drive Serial| User Guide
J:\Lte_CFW bin
Save Drive
Vendor Model  Rev Firmware Type DVDKey @ nia Key
Lite-On DG-16D2S 74850C 74850C Stock FEG853D5442FCFB8B73474C 101147878
: Open Source
OSIG:[PLDS DG-16D2S  7485] PR
(V] Advanced View [ Spoof Source to Target ] \_Donate.
Target | Inquiry | identfy [ Drive Serial Open Torpet
J¥rmware \ix 16-4teon bin
Manual
Vendor Model Rev Firmware Type DVDKey@ na Spacfing
Lite-On DG-16D2S 74850C iXtremev160-12X-  FEG853D5442FCFBEB73474C101147878
FINAL-DG-16D2S
OSIG:[PLDS DG-16D2S 7485 Save to Fie

Firmware is: 74850C Stock

Auto-Loading firmwazre file J:\JFBeta.0.l.8%\firmware\ixlé-liteon.bin
MDS hash: c3al7¢972&824be3cc3e597757caba7£s

Genuine Lite-On iXtreme 1.6

Drive key @ n/a SS5ARSSAASSAASSARSSAASSAASSAASSAR

Firmware Osig: [PLDS DG-16D2S 7485)

Firmware is: iXcreme v1.60-12X-FINAL-DG-1€D2S

Just follow the standard write procedure!

So return to MTK tab
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NOW CLICK HERE!
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Return a LiteOn to Stock Firmware

To return a LiteOn drive to stock you need your Dummy.bin and a Stock FW for
your relevant drive.

Simply load your Dummy as Source, Decline the Auto load of iXtreme firmware,

|

 FwareTool 32 | DVDKey32 | MTKRash 32 | Heachi GDR3120

Source | inquey | ertéy [ Deve Sesl| G Gt
JABACKUPS - my xben\Dumeny 1 bin —_—
Save Dive
Vendor Model Rev Firmware Type DVD Key @ AD30 : KBY
Lite-On DG-16D2S 83850C Dummy from 6108CESZITESALGFAF1334FFABTI8A2
LO8&3info bin.kev PR
Open Source
OSIG:[PLDS DG-16D2S  8385] .
P
/| Advanced wLoading Caca Donate
Target | inquey) Open Target
Lite-On firmware loaded to Source buffer! 1
¥ Do you wish to auto-ioad Lite-On iXtreme ?
Vendoe  Mog!
l Yes l
0SIG:

Loading firmware file J:\BACKUPS - my xbox\Dummyl.bin
MDE hash: &€ZdcBef90e€dlabcofaZaldictaa36tEe

Inquiry string found

Identify string found

Drive key § OxA030 61D3CT323785A343FATLIIGFTABLIIEAZ
Fir=waze Osig: [PLDS De-16D2s 8385)
Firmiaze i3: Dusmy fzom LO233info.bin.key

m

Load the stock firmware as target!

Then press Spoof Source to Target button
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FimwareTool 32 | DVDKey 32 | MTKFash32 | Hiachi GDR3120

Source | Inguiry | Identiy | Drive Serial |

User Guide
JABACKUPS - my xbooc Durmnmy 1 bin J—
Sawe Drive
Vendor Model Rev Firmware Type DVD Key @  AD20 Key
Lite-On DG-1602S 23850C  Dummy from B1D8CES29789A349FAF1334FFABT118A2
LO83info bin.kev Open Source
0SIG:[PLDS DG-16D2S 8385] Firmware
Advanced View II Spoof Source to Target I Donate
= - : : Open Target
Target | Iniquiiny I |dertify I Drive Serial I:l,rlenr':'lw:E
JAJFBeta.0.1.69 \Fimware".83850C.BIN
Manual
Vendor  Model Rev Firmware Type DVD Key @ n/a Spocfing
Lite-On DG-1602S B83850C  Stock A3IBA3DTE502989622195153326F8CASE
0SIG:[PLDS DG-16D2S 8385] Sawve to File

Check the running log to see all the info has been copied over, double check the
key matches. Then if required, press Save to File button!

FimwareTool 32 | DVDKey32 | MTKFash32 | Hitachi GDR3120 |

5 - . - -
ource | Inguiry I Identify | Drive Senal| User Guide
JANBACKUPS - my xboec Dummy 1 bin _
Sawve Drive
Vendor Model Rev Firmware Type DWD Key @  AD3D Ky
Lite-On DG-16025 83850C  Dummy from 6108CESZ9789A43FAF1334FFABT18A2
LOB83info bin kev Open Source
0SIG:[PLDS DG-16025 8385 Firmware
Advanced View [ Spoof Source to Target ] Donate
- = . . Open Target
Target | Inguiry | |dentify I Drive Serial %rrnwag
J\JFBeta.0.1. 65 Firmware23850C BIN
Manual
Vendor Model Rev Firmware Type ___DVD Kew @ _pia Spoofing
Lite-On DG-16025 83850C  Stock 61D8CES29789A345FAF1334FFAB118A2
0SIG:[PLDS DG-16025 8385 Saveto File
Firmware Osig: [PLDS DE-1&DZ2S B3285] e
Firmmware is: Stock

Spoofing Target

DVD Eey copied to target
Inquiry string copied to Target
Identify string copied to Target —
Serial data copied from Source to Target

m

PROCEED TO ERASE & WRITE — CLICK HERE!
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Removing VIA drivers (Windows XP/Vista/Win 7)
NOT TO BE DONE IF YOUR MAIN HARD DRIVE IS ON VIA SATA CARD or IF YOUR
VIA CHIPSET IS ONBOARD(i.e. NOT A PCI CARD)

This is how | done it, it worked fine, may not be 100%

Right Click My Computer, select properties

Open
Explore
Search..,
Manage

Map Metwork Drive. .,

Disconnect Mebwark Drive. .

Create Shorkouk
Delete
Rename

Properties

Click the “Hardware” tab

System Properties

Syztem Festore Automatic Updates Femate

General | Computer Narne: I Hardware I Advanced

System:
Microsoft Windows %P
Prafessional
Version 2002
Service Pack 2

' 1
sy

o

Registered to:
Oagy

Computer:
A0 Athlon(tm) B4 22 Dual
Care Processor 5000+
2.61 GHz, 3.00 GB of Rk
Physical Address Estenzion

I 0K H Cancel ]

Then, click “Device Manager”
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System Properties

| System Restore || Autornatic Updates Remate |

| General || Computer Mame | Hardwiare Advanced

Device Manager

The Device Manager liztz all the hardware devices inztalled
- on your computer. Uge the Device Manager to change the
properties of any device,

| Device Manager |

Diriveers

Diriver Signing lets you make sure that inztalled drivers are
compatible with Windows, Windows Update lets you zet up
hows YWindows connects to Windomws Update for drivers.

[ Diriver Signing ] [ Windomws pdate

Hardware Profiles

Hardware profiles provide a way for you to set up and store
different hardware configurations.

[ Hardware Profiles ]

[ 0. H Cancel ] Apply

Navigate to “SCSI and RAID Controllers” and click the + sign to expand the list

Fie Acton Wew Heb
. S PE A
= S OGRY-DGEAC2Z3IE

B8 fcronis Devces
¥ Computer
‘o Ok drves
§ Ouplyy adapters
& DYDJCD-ROM drives
2% PICKEER DVDRW DVR-1ISD
B PICNEER DVO-RW DVR-215D
B 5)5Z MNOHARSE 3051 Ciom Device
2 Moppy dsk controlers
3 Stendard Floppy cisk conkrolier
+1 (g Hunan Interface Devices
+1 1% TOE ATAJATAPT controbers
+ & [EEE 1394 Buns host controbers
+ L Cerbowds
+ Mce ard other ponting devices
+
‘
i

DHE SIS S S

l; Morkors
B9 Metwork adapters
¥ poets (ComapT)

ALEOXLR [OF Controfler

VIA ¥TE421 RAID Controfer

o Torage whares

"
‘

. System devioes

+ % Unevmessl Send Bus conkrolecs
+

+

\} VIO devices
B9 Ybox 360 1O Devvios Drivers
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Right Click the VIA 6421 RAID Controller (may report as 3249 if using 550b drivers or above) and
select Disable

- @% SC51 and RAID controllers
= A1E0JPLR IDE Controller
EYv1a yTE421 RAID ga

+- %), Sound, video and gam

+-age Storage volumes

Update Driver...

Dizable
+ % Swstem devices Uninstall

+ Universal Serial Bus co
+ \> Y30 devices
+ B8 ¥box 360 [0 Device . Properties

Scan For hardware changes

Acknowledge the warning by clicking Yes

VIA ¥T6421 RAID Controller

L 'f Disabling this device will cause it to stop Functioning, Do you really want to disable it?
-

It should now show as disabled in Device Manager like so:

= @% 551 and RAID contrallers
g #1EQIPLR. IDE Cortraller

Y14 WTE421 RAID Controller

Now, to remove drivers we must navigate to where relevant file is

mine were located, and most will be: C :\WINDOWS\system32\drivers\ XXXXXXX.sys file —

Depending on your motherboard and OS /

For XP normally called viamraid.sys
For Vista/Win 7 normally called vsmraid.sys
For some x64 setups it may be called viamrx64.sys

Once found, delete this file.

Once deleted, go back to device manager using the same steps outlined above.

Find your disabled VIA 6421 Card, right click and select enable
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@% 551 and RAID controllers
= A1EQJPLR IDE Controller

0 YTE421 RAID Co i

. sound, video and game ¢ Update Driver. ..

“ge Skorage volumes

% System devices ninstall

Universal Serial Bus cont
\} W3O devices
B8 xbox 360 IO Device Driv - Properties

Scan Far hardware changes

I o I O B e

It should now show as the image below

@% 551 and RAID contrallers
= fA1E0IPLR. IDE Contraller
o V10 W Ta421 RAID Contraller

@, sound, video and game contrallers
Zge Sharage valumes

'y Swskem devices
é Iniversal Serial Bus controllers
< Y30 devices
B& ¥box 360 IfO Device Drivers

+- - [H-H- [

If so, reboot your PC
Upon reboot, verify VIA 6421 still has a Yellow Exclamation Mark in Device Manager

You have successfully removed VIA drivers from your machine

CLICK HERE TO RETURN TO STARTING POINT
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Manual Spoofing

Hopefully the excellent key, OSIG and serial spoofing of FirmwareTool32 should satisfy your
needs, but sometimes you need the manual method for whatever reason.

Located in FirmwareTool32

You need the firmware you wish to Spoof loaded into the target buffer

NOTE- You CANNOT SPOOF a LiteOn Drive with LT

Firmware as a DIFFERENT DRIVE

Once loaded, Click Manual Spoofing

Open Target
Firrmware

b arwal
S poafing
Save to File

Changing Drive Keys

Here you can manually type a Drive Key — It must be in Hex-Decimal format. It should ONLY
EVER really be used if you have your Drive Key in a text file or email.

If you have a key.bin or ‘Original Firmware’ you can save to key.bin as shown above in the Save
key to file section and use the Load key.bin option

Load ke bin

Just click load key.bin and navigate to your key.bin file, select it then it will automatically load it
into the Manual Spoof Window.
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Changing Drives OSIG (String ID)

Simply select the drive you want your new drive to report to the console as, from the drop
down list and click OK.

If Changing OSIG to a Lite-On PLDS DG-16D2S this will activate the Lite-On Barcode section of
Manual Spoofing, please see below for instructions.

Spoofing Lite-On Barcode into Inquiry String

This is for Spoofing a drive in place of a Lite-On manually, once Drive Key is inserted, you will
want to spoof as PLDS DG-16D2S, next you want to load your identify.bin by clicking Load
Inquiry.bin and navigating to Inquiry.bin, upon selecting it, JungleFlasher will load it into the
window, now you can click OK to finish spoofing the firmware.

If you don’t have the Inquiry.bin file, JungleFlasher will let you manually type the barcode
(located on the top of the Lite-On) into the cox, in the format of 17 Alpha-Numberic Characters
followed by 3 spaces. You MUST include the spaces manually.

e.g.

D608CG82690600G2W__

Then, click Ok to finish Spoofing the Firmware

CLICK HERE TO RETURN
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VIA Ports only & Include Non IDE ports

Found under DVDKey32 tab,

WI& ports Orly [
Include non-IDE Parts [

VIA Ports Only

This feature suits those who have quirky onboard Sata Cntrollers ( SIL, JMicron) and a VIA6421
PCI Sata Card.

Checking the box removes all non-via sata ports, this will stop you trying to Inquire / DVDKey a
drive on your non-via SATA/IDE ports. Some chipsets don’t like the Inquiry and will hang the
system.

**NOTE** If you do not actually have any VIA ports, JungleFlasher will itself uncheck the box
and re-enable the non VIA ports

Include non-IDE Ports

This option allows you to scan port for contollers Classed as SCSIAdapter. Some newer chipset
use the Class rather than hdc (aka IDE). However this will also show actual SCSI contoller which
are obviously of no use for flashing. Please avoid this function unless you know what you are
doing.

CLICK HERE TO RETURN
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LiteOn ‘Serial Fixer’

If you are prompted that serial data is missing in an error similar to this:

Loading Dummy.bin X

@ Dummy.bin is missing some drive specific information.

If possible you should re-extract your drive info again
with the latest tools..

1. JungleFlasher, this tool - DVDKey32 Tab

2, Dosflash 1.7+

3. DVDKey32 0.7+
‘You can rebuild the serial info if you have the original
drive available. Tick advanced view, select the Serial
sub-tab in the Source tab. Double-didk the serial data
to launch the Serial Re-build applet.

Do you wish to proceed anyway ?

[ Yes ] [ Mo l

To fix proceed, click Yes.

JungleFlasher will then, ask if you wish to repair this data (only possible if you have original
source liteon available).

Loading Dummy.bin

6 Do you wish to repair the serial from drive barcodes?

[ Yes J L No ]

Click yes to rebuild data.

JungleFlasher will then pop up the Serial Rebuilder Applet

Update Serial Info

Cover Laser

g
???????????????????? %
22727
HW Ver 2900
2229 22D

|?????????? | ESE

22222777 EEE

| OK | | Cancel |
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To rebuild the Serial Data you must copy the information from the physical drive itself, into the
boxes in the applet shown.

The data required is located in 4 places:
1. The Drive Chassis / Shell
2. The Hardware Revision of the drive
3. The Laser

4. The PCB of the drive itself

1. The Drive chassis / Shell

Located on the top of the drive, and 17 Characters long

Insert into the cover area on the Serial Rebuilder

2. Hardware Revision

Possibly the easiest of the four, located on the top sticker of the drive and usually
AOA1 or AOA2

Insert this data into the HW Ver section of the Serial Rebuilder
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3. The Laser

Self explanitory, located on the base of the laser.

Insert this into the Laser area of the Serial Rebuilder

4. The PCB of the Drive
You will need to remove the top of the Drive Case to see this data and it is sometimes obscured

by pen.
The Data will start S4P...... It's the 2" and 3™ Line you require

Insert this data to the PCB section of the Serial Rebuilder
Once done, click Ok, and save Dummy_fixed.bin when prompted

CLICK HERE TO RETURN

Page 122 of 142



Spoofing as a different type of drive

Apart from spoofing a hitachi drive(as another type), the technique is very simple!

To begin with you should have a original dump from the drive you wish to “clone”

NOTE- You CANNOT SPOOF a LiteOn Drive with LT

Firmware as a DIFFERENT DRIVE

— 50, you should have a pre dumped bin file from the donor drive!

for LiteOn a Dummy.bin
for Samsung a Sam-OFW.bin

for Beng a Ben-OFW.bin

for hitachi a Hit-OFW.bin

Now follow the tutorial to unlock (follow the tut for that specific drive up to the
point you would write to the drive) for whichever drive you are going to spoof as
the donor drive.

For instance you have a spare samsung drive you want to test a liteOn key with
before you erase your LiteOn! (you have already dumped the drive and saved the

Dummy.bin)

So you take your samsung, unlock it in accordance with the tutorial!
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Which would then be in vendor mode ready to write firmware to!

Favwsselod 2 | VDKep32  MTKRsh 2 | Hiachi GOAD20 |
170 Part ahvge g
(e — 360 ook
focrm -
e Beng Sm Lite Dn
Post Propatier UnLock U Eiste
11D Addwes  DF00
Type SATA Flasn Chip Properses
Chanret Pisary Vencor 1D OxBF
Poston Maste Devies Il Gs86
Dwrce VIAVTEAZ] RAID Conbolley Nare SSTISSTINHFO0)|
Sioe 262144 bptey
Dive Propeties Twe Pacabel flash with Status 071
Vendor Dirve w1 Viandoe Model
Flagwg Tasks
R, [who/Dored | oun /ATA AR |
Rcimtvad Flead ] Erase J Wits J
Sending Vendor Ineco £o port OKCIOO ~
Paralisl flash found with Fnacus Ox70
Zending Device ID regquest te port OxCPOO
A factuxer ID! OxWP
Device ID: QuB6
Plash Maxe: SST(S5YI95¥020|
Yiash Size TRILA4 hytar
~

Now go to firmwaretool 32 tab

FimwareTool 32 | DVDKey32 | MTKFash32 | Heachi GDR3120

Source [ inqury | Identfy | Drive Sesal

Load your dummy.bin as source —
decline any auto load ix messages!

Load target firmware — (you are about to flash a samsung so choose ix firmware
for a samsung drive)
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FimwareTool 32 | DVDKey32 | MTKRash32 | Heachi GDR3120 |

Source | inguiry | identfy | Drive Senal |

User Guide
DABACKUPS - my xbox\Dummy bin
Save Dave
OVDKey @ (xAD30 Key
Lite-On DG-1602S 83850 LO83info Extract 61DBCES29789A349FAF 1334FFAB118A2
¢ Open Source
OSIG: PLDS DG-16D2S 8385 Femware
V] Advanced View [ Spoof Source to Target |\ _Donate
| Open Target
Target | Inquey | Identy [ Drve Seral| b
D-\JFBeta 0.1.65(505)\Firmware\x 16-samsung bn
Manual
DVDKey @ (Ox40EC Spoofing
Samsung TS-H43A ms28 IXTREME1.6-12x-FINRL 77777777777777777777777777777777
-TS-H943A
OSIG: TSSTcorpDVD-ROM TS-HS43Ams28 Save to Fie

Firmware type is: iXTREMEL 6~-12x-FINAL-TS-H943A

Leoading Source File D:\BACKUPS - my xbex\Dusmy.bin

Inquiry string found

Identify string found

DVD key found @ OxA030 key is 61DBCESZS7E5A349FAF1334FFAS118A2
Firmware is a Lite-On Dummy OSIG:

Firmware type is: LOB83info Extract

Now click Spoof Source to Target!

( Spoof Source to Target ]
BT e ot

Notice the difference in the target firmware now!
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FimwareTool 32 | DVDKey32 | MTKRash32 | HeachiGDR3120 |
Source | inquiry | identfy | Drive Serial Uner Giade
DABACKUPS - my xbox\Dummy bin
Save Drive
Vendor Model  Rev  Firmware Type DVDKey @ 0xAD30 Key
Lite-On DG-1602S 83850 LO&3info Extract 61DBCES29789A343FAF1334FFABT18A2
OSIG: PLDS DG-16D25 8385 Open Source
(V] Advanced View [ Spoof Source to Target | . _Donate. .
' ] ] Open Target
Target | Inquiy | identfy | Dave Seral | |
D:\JFBeta 0.1.66(50S)\Fimware‘ix 16-samsung bin
Manual
Vendor Model  Rev  Firmware Type DVDKey @ Ox40EC Spocfing
Samsung TS-H343A ms28 IXTREMET.6-12¢FINAL 61DBCES29789A34SFAF1324FFAB118A2
-TS-H943A
OSIG: TSSTcorpDVD-ROM TS-HS43Ams28 |Spoofed As: PLDS DG-16D2S 8385 Save to Fle
Firmware type is: LOB3info Extract -
Spoofing Target
DVD Key copied te target
Inquiry string copied from Scurce to Tazget
Identify string ccpied from Scurce to Tarzget
Identify string copied reversed r
Target spoofed as: PLDS DG-16D28 asss |E|

Then all you have to do is Write to the drive the same way as you would for that
type of drive! In a samsungs case — click Write when on the MTK tab!

The same method applies to all drives apart from Hitachi which is covered HERE

CLICK HERE TO RETURN
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Advanced User Info

Advanced Ctrl+Fkey Functions

Ctrl + F1 key,

Enable context menus

Ctrl + F2 key,

Disable context menus

Ctrl+ F3 key

To Send Vendor Intro to currently selected Port

Ctrl + F4 key

To open iXtreme from firmware folder to Target

Ctrl + F5 key,

Set Modder mode backup directory, clear folder to disable it
Ctrl + F6 key,

Hitachi read block size 100 --> 2000 (78 and 79 FK models will fail on this)
Ctrl + F7 key,

Set working folder in Modder mode... clear all tabs and save log
Ctrl + F8 key,

Enable Hitachi Expert Mode!

Ctrl + F10 key

To add/update key database from Source tab info

Ctrl+ F11 key

To create .csv from key database

Ctrl + F12 key

To open key database in Notepad
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Key Database
For those who have NOT saved their dumped file and need their key details back.

Try right clicking on source box and select Open Key d/b.

FimwareTool 32 | MTKFash32 | DVDKey32 | Hitachi GDR3120

Source | Inquiry | |dentify I Dirive Seria|| User Guide

Save Drive
endor Model Rev Firmware Type OVD Key @ Key

|
Cpen Source
0sIG:
Load fiw Firmware

[ Ad Vi Clear Source
vanced View
e Update d/b Donate
| Target | Inquiry | ldentify | Drive Serial Open Key d/b
History
Manual
| Vendor Model Rev Firmware Type OWD Key @ Spocfing
0sIG: Saveto File

JungleFlasher 0.1.8% Beta
Session Started Wed Dec 09 00:51:17 2009

This is & 32 bit process running on 4 x 3Z bit CEUs
portio3Z._sys Driver Installed

portiod3Z _sys Driver Started, thanks Schtrom !

Found 0 Com Ports.
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"GO Key DotaBase Viewer | WSRRSS

ID | JobName |Key |Vendor  |Model  [Rev |«
18 phil3 ] Beng VADE038 643930
19 NA ( Hitachi GDR3120 0078
20 qra 4 Beng VAD6038 643930
’I 22 Desktop | Samsung TS-H343A ms28
23 Desktop § Samsung TS-HS43A ms25
.I 24 Desktop 4 Samsung TS-H343A ms28
25 Desktop ¢ Blanked out for obvious Samsung  TS-H343A ms28
| |6 Deskop ¥ FEssnl Samsung TS-H43A ms25 (-
27 Desktop [ Samsung TS-H9434A ms28
| |28 Desktop & Samsung TS-HS43A ms25
29 Desktop 1 Samsung TS-H943A ms28 |=
& 0D NA R Beng VAD6038 64330 |
31 samtest ] Samsung TS-HS43A MS28
32 NA A Hitachi GDR3120 0058 | |
. 33  liteontest 1 Lite-On DG-16D2 74850 ~
| Properties
Vendor Model Rev  Firmware Type DVD Key @ Ox40EC 1
Samsung TS-H943A ms28 iﬂ‘gg‘g 61-12¢-FINAL-TS Blanked out for obvious reasons!
0SIG:  TSSTcorpDVD-ROM TS-H943Ams28  Spoofed As:
Created: Tue Nov 03 23:26:01 2009 Last Updated: Wed Nov 04 07:06:11 2003 (e

JABACKUPS - my xbox\my onginal xbox

©oo o —— -
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Registry Settings

Only really for troubleshooting and debugging and should only be attempted by those
confident enough to play about in the systems registry settings

Click Start, click run, type regedit and press enter
Navigate to HKEY_CURRENT_USER
Click on JungleFlasher

You will see something similar to this:

4 98 Computer Name Type Data
b :Kg'C:'JASSES_}ROO.; "_'j](DefauIt) REG_SZ (value not set)
4-4 HK HBC%::;E;\' -UsE ab] AdvView REGSZ 1

S ab|BackupFolder REG.SZ  D:ABACKUPS - my xbox\
- 28] COMPort REG.SZ -1
- | 115540840 ;;,% © =

| 116436960 28] Delay32 REGSZ 0
=l : 116617137 fh] Delay79 REG_SZ 500
‘ 116866250 ab|DoCom REG_SZ 1
-1 117337303 ab| DoDevID REGSZ 0
-l 117584170 25| DoDrives REGSZ 1
p- L) AppEvents ab|DolO REG_SZ 1
-}, CloneCD ab] HitAPi REG.SZ 1
-} Console 2B HitRev REG.SZ 47
b L. Control Panel ab]HitTran REG_SZ 1
1. Environment ablioport REGSZ 0
b4y EUDC ab] | eft REG.SZ 177
b Identities ab]Mods REGSZ 0
b= JF_KeyDB ab| OnlyDummy REG.SZ 1
-iiclungletlasher ab]ScsiPorts REGSZ 1
L Keyboard Layout ,i!{]Top REG S7 95
i 2‘?“:’”" a8)ViaPortsOnly REGSZ 1
i S:;ii:lnformation .?_‘f]Xswitch REG 52 z
| ShySoft

| 5

>~ Ju Software
b L, System

[~ .. Volatile Environment

5 . HKEY_LOCAL_MACHINE
5| HKEY_USERS
| HKEY_CURRENT_CONFIG
< m »
Computer\HKEY_CURRENT_USER\JungleFlasher
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. Adview - Remembers whether Advanced View was selected or not
. BackupFolder — Contains the location set for backup folder for modder mode (blanked if modder mode not set
. COMPort - Remembers last COM Port selected, number represents position in drop down menu
. Delay32 - timed delay between clicking dvdkey32 and running the command, to allow time to probe r707 (milli-seconds)
. Delay79 - a set time delay used in the 79unlock command (milli-seconds)
. DoCom - Enumerates comports, for debug use only
. DoDevID — Will send Intro if drive reports as in Vendor Mode
. DoDrives - Enumerates drive letters, for debug use only
. DolO - Enumerates | / O ports, for debug use only
. HitAPi — Remembers if WinAPi is selected (1 yes, 0 no)
. HitRev — Remembers last drive revision selection
. HitTran - Remembers last Tranfer Method selection
. 10Port - Remembers last 10 Port selected, number represents position in drop down menu
. Left - Remembers postion of JungleFlasher window (left hand side)
. Mods — Counter for CTRL + F7 operations
. OnlyDummy — Remembers if Dummy.bin only is enabled
. ScsiPorts - enumerate SCSIAdapter |0 ports also (NON-IDE)
. Top - Remembers postion of JungleFlasher window (Top
. ViaPortsOnly - enumerate only Via 10 ports, for safety (Value 1) Lists all if removed or Value 0

. Xswitch — Remembers if USBxtractor switch is enabled

In addition to the above registry settings — the key database is also stored in
registry!

In the same area of registry is a a folder called JF_KeyDB which if selected looks

something like this!
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2 Registr
File Edit View Favorites Help
‘.. |, Environment 4[| Name Type Data
- EUDC__ ab| (Default) REG_SZ (value not set)
bl Identities ab] Created REG.SZ  Fri Aug 07 00:17:13 2009
el JF-Kle"DB 2B Index REG.SZ 28
i 5] JobName REGSZ  N/A
L ab]Key REGSZ  61DBCEQ29780A349FAF1334FFABLI8A2
IR || 2BKeyLoc REG.SZ  OxAD30
LB 25| Model REG.SZ  DG-16D2S
Ll 1e a8 Osig REGSZ  PLDS DG-16D2S 8385
L 15 ab|Rey REG.SZ 83850
L[ 16 ab] Type REGSZ  Dummy from LO83info.bin.key
L4 17 ab]Updated REG.SZ  Mon Sep 14 12:48:04 2009
L) 18 25| Vendor REGSZ  Lite-On
L 19 _ ||| 28] workingDir REG.SZ  N/A
-2 3
L 20
i1
-l 2
il 23
g 2a
e 25
gl 26 L4
s
L2
ol
w30
L3
L 32
i 33
) 34
L 35
a 32 ~ || « m »

Computer\HKEY_CURRENT_USER\F_KeyDB\28

If you select a numbered folder it will display all the details of that particular
dumped/loaded FW file. The entrys are fairly self explanitery.

CLICK HERE TO RETURN

Page 132 of 142



Common problems and Frequently Asked Questions

JungleFlasher tells me “No Com ports found during enumeration”
The LiteOn DG-16D2S 74850c Drive requires the utilization of an RS232

Serial Adapter to obtain the DVD Drives key. Unless you are doing one of
these drives, simply ignore it and proceed.

JungleFlasher warns me of “No VIA Ports Found”

Due to quirky issues with some VIA Motherboards with VIA PCI SATA Cards,
causing JungleFlasher to fail to load, we’ve forced via ports only as default.
This, for those without a VIA PCI SATA card, or VIA motherboard will get
this warning.

If you do not have a VIA PCl card or a VIA Motherboard, proceed to the
DVDKey32 Tab, and ensure Non-IDE Ports is checked. You will no longer
get the warning when running JungleFlasher.

JungleFlasher cannot see my drive

There are multiple causes to this, so first of all ensure VIA Ports Only is
unchecked and Non-IDE is checked under the DVDKey32 Tab.

If using RAID, it will cause issues. Set it to Native IDE / Disable AHCI (Intel) /
Raid in your computers BIOS.

Use a Primary SATA port where
possible.

=

_ USE THIS PORT!
If using a VIA card ensure you use

the correct port

If problems persist, please join us in
the support channel HERE
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JungleFlasher doesn’t see my DVD Drive (cont)
Quite a few users believe JungleFlasher will report their Xbox 360 DVD

Drive being Present in the Running Log:

Found 4 I/0 Forts.
Found 1 Com Ports.
Found &8 windows driwves C: D: E: F: G: I: J: H:

v Second HDD (C:) v Local Disk {D:)

v WII (E:) !,@ DVD-RW Drive (F:)

© - T
Q) CD Drive (G:) v Local Disk (I:)
, =

v Local Disk {3:) v External (K:)

==

JungleFlasher will only show drives that have been assigned a drive letter in
windows.

The only 360 DVD Drive that has this during the process is the Hitachi
Drives (Once in mode-b) and using WinAPI. Please, don’t be surprised if
JungleFlasher doesn’t enumerate your DVD Drive.

| keep getting **Warning Serial Data is Bad** Errors when trying to DVDKey my
LiteOn

Is it definitely a 74850c version? The 83850c uses LO83Info instead.
If this is the case, there are several things you will need to check.
Are you probing the R707 hole?

Using the USB connection from your CK3/Xtractor? if so check their
websites for installation instructions (ie installing usb etc)
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Using the Serial cable, double check this is connected properly.

Is the tray half in? You can check the User Guide on how to do this.
Without the tray half in, you will get this error.

Is the Probe/Spear connected properly, have the correct lights? Double
check these connections.

Using a home-made? Well unfortunately we can’t troubleshoot this for
you, if you choose the home-made method it’s your responsibility.

Never rule out the possibility of one of these cables being faulty. If you
have tried all of the other checks, then try using alternative cables.

My Maximus power adapter doesn’t eject

This is a common one and deceives every user of the kit. You must keep
eject pushed in for the drive to eject. Letting go will close the tray back
over.

I don’t know what SATA Chipset | have

Download this program CPU-Z HERE and install it. Once installed, run the
application, click on the Mainboard Tab. Your SATA Chipset is listed under
Chipset.

I got an x/y when reading/writing/verifying my drive.
One, or a couple of instances is fine, JungleFlasher retries and as long as
you have the 16 dots and Write Verified OK! It’s fine.
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I have an xxxxxxxx Drive but JungleFlasher sees it as yyyyyyyy

This is more than likely a Spoofed Drive. This is where a manufacturer of
one drive, is used in place of a different manufacturer’s drive.

The Xbox 360 checks what DVD Drive is in there using the drives OSIG. If
this doesn’t match, the console will report E66.

To overcome this, we can change one string in the drives Firmware, making
one drive, report as the other, this fools the Xbox 360, but has an adverse
affect with JungleFlasher as it will also report as the “other” drive.

Just treat it as the drive it really is, so if it is physically a Samsung, unlock it
like a Samsung, write Samsung Firmware too it (with spoofed OSIG)

| LiteOn Erased my LiteOn and it failed / Device Intro Failed, now JungleFlasher
won’t detect my drive!

Calm down, your drive isn’t bricked! JungleFlasher tries to automate as
much of the process as possible, making it seamless. This time, sadly, it
didn’t work.

All you need to do is manually do the process again, power cycle the Drive,
then send a MTK Intro to the drive.

JungleFlasher Will not see the Drive (No Drive Detected) as it is actually,
now erased.

| get “Drive Rev Undetermined... Aborting!” When trying to dump my Hitachi

There are two main causes for this, the main one being a user trying to
dump the drive using WinAPI but not having the correct drive selected in
the Top Right drop down box. Try closing JungleFlasher, scanning in Device
Manager and reopening JungleFlasher.

The second is caused by trying to dump a v79 that hasn’t been 79unlocked
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I've set Mode-B but my drive won’t show in the drop down box.

If using Windows Vista, or Windows 7, please close JungleFlasher, scan in
Device Manager and re-open JungleFlasher, if this doesn’t help, please
leave your drive tray Ejected, and reboot your PC with drive still powered
and in Mode-B. If the problem persists, please feel free to join the support
channel and seek further assistance. HERE

If you are using PortlO option in Hitachi tab — It’s not meant to!

My Xbox keeps turning itself off while I’'m trying to flash my drive

If you are using the Xbox to power your drive during flashing, you MUST
have the AV cable plugged into the Xbox (other end does NOT need to be
connected to TV), otherwise it will power down after a few minutes
(disaster if you are flashing a Hitachi). The HDMI cable can be used instead
but it MUST BE connected to the TV!

It keeps saying serial data missing? OMG what do | do?

There is the option to rebuild the serial data from the serial numbers on the
LiteOn case, laser and PCB. You can proceed and fill this data in IF YOU
WISH! Go HERE for instructions on how. But — remember if the data is

missing from the drive, do you really want to add it now? If it’s a brand new
drive that’s not been touched before then it may be advisable to leave it!

| am trying to insert the unlock79 CD but | press twice to close and it opens
again!
This is fairly common, in mode B some drives take 3 presses of eject button
instead of 2 to get the drive to stay closed!
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Every time | connect my drive to my VIA card my PC slows down or freezes

Try reading the tutorial............. | Remove your drivers for the card!

Instructions for how to do it properly are HERE. OR in the less likely event
that you have already correctly removed the drivers from the card and it
still freezes — try moving your card into another PCl slot! (you may be
required to reinstall drivers then remove using same method as before)

I just flashed my LiteOn — placed in a game and it doesn’t work - OMG!

Before you panic —try ejecting then closing, and then reboot the console!
It’s possible the tray wasn’t fully closed when the console booted and 0800
mode was activated — causing an error!

| downloaded the Liteon FW for my 74850C- | put it in the firmware folder,
BUT Jungleflasher wont auto load it WHY?

If your LiteOn iXtreme firmware is called ix16-liteon-repack.bin — rename it
ix16-liteon.bin, this was a mistake when they released the original ix16-
liteon.bin (which was the wrong file!) hence the release of the repacked
version! So renaming as above will allow the file to auto load in
JungleFlasher.

In what sequence should I switch things on/connect things?

Generally (apart from the occasional stubborn Hitachi drive) you should
boot the pc, then connect the SATA, then power on the drive (by which
ever method you’re using, Xbox or kit!) then open JungleFlasher.
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My VIA 6421 Raid Controller is showing up as a VIA 3249 controller?

You installed the wrong drivers for the card! Go to HERE download the
correct drivers install those — the drive will now show as VIA 6421 (now
reboot) — Now return to HERE and remove them as previously instructed!

I didn’t save my OFW, | lost my key —what can | do?

Do not fear — Jungleflasher updates it’s key database on every dump carried

out, right click on source box in firmwaretool 32 tab. Select Open Key d/b.
as shown HERE

I’'ve been banned from the JungleFlasher support channel wtf?

You have obviously been bashing noobs, talking piracy or generally being
obnoxious — the support channel doesn’t tolerate that sort of thing! Start
groveling and change your ways!

CLICK HERE TO RETURN
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Additional Info for running JungleFlasher in VISTA/WIN 7 x64

In VISTA and Win 7 it is a requirement that every driver must be signed. Because
PortlO driver is NOT signed — it becomes necessary to work-around the Driver
Signature Enforcement
There are 2 ways to do this.

One is simple but is required to be done every time you boot the pc and wish to
use the driver!

The other, is a way of setting test mode to be selected upon every boot of the
system

Easy Way of Disabling Driver Signature Enforcement

1) On boot up press F8 to get to the extended boot options screen
2) Choose "Disable Driver Signature Enforcement"
3) To start JungleFlasher right click on it in Windows Explorer and choose
“properties” /compatibility — tick "Run as administrator" > click “ok”.
(This will enable JungleFlasher to run as Administrator every time you run it)
4) If a "Program Compatibility Assistant" warning message is displayed whilst you
run JungleFlasher, you can simply ignore this by pressing the "Close" button

Recommended Way of Disabling Driver Signature Enforcement

1) Disable User Account Control (UAC) In WIN 7
- go to "Start Menu" > "Control Panel" > "User Accounts and Family Safety"

>"User Accounts"

- click on "Change User Account Control settings"

- set the slider bar to the lowest value (Never notify) > click "OK"
Disable User Account Control (UAC) In Vista
- go to "Start Menu" > "Control Panel" > "User Accounts and Family Safety"
>"User Accounts"
Click “Turn User Account Control on or off” > click continue, untick the box, click

OK
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2) Sign the portio.sys driver
- download the "Driver Signature Enforcement Overrider" (DSEQ) from
http://www.ngohqg.com/home.php?page=dseo

- start DSEO > click "Next" >"Yes" > choose "Sign a System File" > "Next" > enter

the path to the used driver (portio32.sys or portio64.sys) > "OK" > "OK"

3) Disable Driver Signature Enforcement
- start DSEO > click "Next" > "Yes" > choose "Enable Test Mode" > "Next" > "OK"
4) Restart the computer

CLICK HERE TO RETURN
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JungleFlasher v0.1.70 beta
Thanks to:
c4eva & Team Jungle (Dedication & FW)
Schtrom (Legend in his own right)
Seacrest (Openkey)
Team Modfreakz (for all you have contributed!)
MRA (©)
&

The Testers (well, obviously for testing)

CLICK HERE TO RETURN TO STARTING POINT
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